Journal of Engineering and Development, Vol. 17, No.4, October 2013, ISSN 1813- 7822

Speech Scrambling Employing Lorenz Fractional Order
Chaotic System

Prof. Maher K. M. AlAzawi Jaafar Qassim Kadhim
University Of Al — Mustansiriya University Of Al — Mustansiriya
College Of Engineering College Of Engineering
Electrical Engineering Department Electrical Engineering Department
Abstract :

This paper presents techniques of speech scrambling based-fractional order chaotic
system which is used due to many properties; first of all using fractional order as key will
increase key space which makes it is very difficult to decrypt by a 3d-party. It is a random
like noise behavior; it is defined over continuous number fields, which leads to possibility
of using many nonlinear functions in encryption. A one channel with chaotic masking is
used to encrypt low level speech signal. The low level speech signal problem is solved by
using two-channel secure communication. In a two channel method, one channel is used
for transmitting a pure driving signal to achieve faster synchronization while a highly
nonlinear function isused to encrypt the speech signal and transmit it in the other channel.
The ssimulation results show that scrambled speech is unintelligible, preserving bandwidth,
the dynamic response of fractional order chactic system is highly sensitive to fractional
order values and the variation of a parameter, chaotic trajectory is very unpredictable, key
space is expanded and guaranteed higher security. The results show that, the speech
scrambling based fractional order chaotic system is highly secure compared with classical
speech scrambling techniques. Some security measures are used for comparison.
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1. Introduction :

The design of efficient voice security methods demands new challenges which can
provide high security to the voice data. To achieve this, a number of voice encryption
techniques have been suggested. In general, there are four categories of cryptographic
algorithms widely used in speech communication, namely frequency domain, time domain,
amplitude scrambling, and two-dimensional mixed scrambling methods (. Among them, the
chaos-based techniques are considered efficient for dealing with bulky, redundant voice data.
This is because that the chaotic systems are characterized with high sensitivity to its initia
conditions, ergodicity, random behavior, and long periodicity %"

Chaos is a typical behavior of nonlinear dynamic systems. It is characterized by
extremely sensitive to parameters and initial conditions, mathematically defined as
randomness governed by simple deterministic rules B A high dimensional chaotic system
like Lorenz system will give a more complex structure, more system variables, and
parameters. Then the cryptosystem’s key space will be larger for integer orders, and the
system variables time sequence will be more erratic and unpredictable than using the low-
dimension chaotic system® To increase the security level fractional order chaotic Lorenz
system (Non integer orders) can be used. The advantage of using fractional order chaotic
systems in communication is that the derivative orders can be used as secret keys as well. The
results are increasing the key space and hence enhance the security level of communication.

2. Fractional Order Lorenz System :

The mathematical description of the fractional-order Lorenz system is expressed as [ :-
Dy = oy — x)
Dy = —xz+px— ¥ (1)
DBz = xy—f=z
where (o, p, B) are system parameters, (ai, oz and oz determine the fractional orders of the
equation and (a1, o, az > 0) . When a; = oz = a3 = 1, Equation (1) becomes the ordinary
integer orders Lorenz system, the solution of fractional-order Lorenz system using Fractiond
Backward Difference Methods can be written as*® :-

x, =h™ (e (y,_, —x,_,)]— z wx(m— kh)
k=1

L
Y = hﬂz * [_zm—i Jé(:xw;—i + pP* Am—1 .}rm—i]_z Wﬁ_}'(m_ kh] (zj
k=1

z, =h™ =[x, ,*y,.  —B* zm_ij—z wz(m — kh)
k=1

where h, is step size parameter and m=0,1,2,..,N.
The coefficients wy can be computed in arecursive scheme (with wp = 1) by

Wk = (1 —_ T Wn_i

3)
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3. Synchronization in Chaotic Systems :

The concept of using synchronization methods in communication schemes is based on
the idea that two similar circuits or state space systems, one at the transmitter and the other at
the receiver, can have at any particular time, the same dynamical state.

The ealiest and the smplest form of synchronization is a Complete
Synchronization!”. This occurs in coupled identical systems and is also referred to as a
conventional synchronization or an identical synchronization. Two continuous-time chaotic
systems:

#(t) = F(x(t)) and z(t) = F(2(t)) are said to obtain Complete Synchronization if:
lim, _,_.[£(£) — x(] = 0

The fractiona Lorenz system (system 1) is given by

D*x = o(y — x)
D=y = —xz+px— y system 1
D=z = xy—fiz

Thefirst signal x (t) of (System 1) is chosen as synchronization signal to drive another
Lorenz system (System 2).

D*lx o J[}Tr - X :-"]
D=y = —xz, +px— y, system 2
DBz = xy, — fz,_

Systems (1) and (2) are called master and Slave systems, respectively. The master-
dlave system is shown in Figure (1). It is noted that the slave system (y;, z) is dependent on
the signal x (t).

LN Master System
Yo @l — —
D¥"x = a(y — x)
7 Dy = —xz+px— y
 — |
Dz = xy—fz
€
_Xn#X] Slave System &
Yo7 Y| D“ixr: ﬂ-(}rr_xrj Yr
 ——_—
Zio # 4 Duz-}rrz —rz,_—|—px—:,r,_ 7.
—_—
J N

Fig. (1): TheLorenz Three-Dimensional Chaotic M aster-Slave System.
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Define the state errors between the master and slave system as

gy = X — X,
ez =¥ — ¥ (4)
gy = Z — Z,

Subtracting system (2) from system (1) leads to

D*e, = ole, — e,)

D%%e, = —xe; — e, (5)

D*e, = xe, — fe,

By taking Laplace transform of both side of system (5) and rearranged,
L[D%e;] =5%E(s) —s*7" &(0)

gets
g E,(s) s*7'e,(0)
E. =
1(5) s +g s +g
—L[xe;] 5% 7le,(0)
EZ {S] - _5.::2 +1 SI'IE +1 {E}
_ Llxe,] 5“3_133{0]
Bas) = s¥ LB s*3 4 B
Using the final value theorem of Laplace transform, it follows that
lim e, (t) = lin’; SE,(s5) = 11"55-5'2(5] = lim e, (t)
t— oo g g r—+oo
lim e, (t) = I.iIT&SEz(S] = —1191 sL[xeq] (7)
t—* oo g T

lim e (t) =limsE. (5) = —=lim sL[xe
lim e5(¢) = lim 5By (s) = lim sL[xe,]

Now, owing to the attractiveness of the attractors of master system and slave system,
Since Ej(s), Ex(s) and E3(s) are bounded, then

lim e, (t) =lim e,(z) = lim e;(t) =0 (8)
t— oo t—oo t—oo

Figure (2) shows the synchronization of master and slave systems. It is shown that the master
and save systems have been synchronized after the initial synchronization time which is
about four seconds.

i 3 ' L 1 i L L |
o & T & 20 25 o 5 iy 45 SO
Tiwrre

Fig. (2): The Response and Synchronization of the Master and Slave systems.
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4. Fractional order chaotic Cryptosystem :

Different methods for implementing chaotic secure communication will be discussed,
such as chaotic masking; improved chaotic masking and two-channel secure communication
methods since these methods form the foundation of chaotic communication and are very
important to understand newer techniques. The fractional order chaotic cryptosystem is
mainly composed of two parts. an encrypter and a decrypter. The details of each part are
described as follows:-

4.1 Encrypter

The encrypter uses fractional order chaotic Lorenz system as generator, to generate X,
y and z sequences and uses a highly nonlinear or linear function to encrypt the original speech
depending on the number of channels used. This will be described in Section (5) and Section
(6).
The equations of fractional Lorenz system as encrypter are given as:-
Doy = gy — x)
Doy = —xz +px— ¥y
D=z = xy —fiz

4.2 Decrypter
The slave system in decrypter is defined by the following equations

Dﬂclxr = GD’?"_ .'X.',..}
DEE}"?" = —XpEL+ pxy— ¥
DEEZ?" = X3~ fz,

5. One-Channel Secure Communication :

Most of the chaotic secure communication uses one channel. The advantage of
communication with one channel is high efficiency of the channel and the encryption
structure is simple. But common shortcoming is that the driving signal is distorted by the
information signal. One channel secure communication uses the following techniques:-

5.1 Chaotic Masking

Chaotic masking involves the addition of a message signa s(t) to a chaotic carrier
signa x, before the transmission of the sum of the two signals takes place 8 The block
diagram illustrating the principles of chaotic masking is shown in Figure (3).

Fig. (3): Block Diagram of the Chaotic Communication System Based on the
Chaotic Masking.
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The slave system of the receiver generatesasignal x, which is expected to be
synchronized with the corresponding master signal x of the transmitter. After a sufficient
amount of time has passed for x and x,. to synchronize, the transmitted message s(t) can be

recovered in the form of:-
t)=x.—x,= (x-i-s(t])—x?,é.%(t] (9)

The requirement of a chaotic masking scheme is that the power of the information
signa s(t) has to be significantly lower than the power of the chaotic carrier x(t). When the
message power is big, the driving signal does not perfectly fit the receiver. On the one hand,
the error of synchronization grows rapidly and stability of synchronization decreases as
shown in Figure (4).

B
=
4
B
B
&
&
o
g

Fig.(4): The Error of Synchronization between Master and Slave Systems
in
One Channel Chaotic Masking.

5.2 Improvement of Chaotic Masking

To avoid therestriction of the small amplitude of the information signal, a modulation
scheme, called Improvement of Chaotic Masking, has been proposed in ! . As shown in
Figure (5) in which the Lorenz system is used again as the chaotic generator, the basic ideais
to feedback the information signal into the chaotic transmitter in order to have identical input
signals for both the chaotic transmitter and the receiver. Specifically, the transmitted signal,
consisting of the information signal s(t) and the chaotic signal x(t) is communicated to the
receiver which isidentical to the chaotic transmitter, as shown in Figur e (6). Since the
reconstructed signal x;(t) will be identical to x(t) , the information signal s(t) can be decoded
from the received signal.

200



S(t)

Receiver
+ X olave system + G(t)

Transmitter
Master system

X > Ay —{9——&
p:x = o(y - ) + D%, = oy, - x,) -
Duz_‘r’ = —xztpr.—y DEE}'r = =X Zpt pr = Yy
D%z = x,y-pz D%z, = x,y,— Pz,
. channel

Fig. (5): Block Diagram of Improved Chaotic Masking Communication System.
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Fig. (6): The Error of Synchronization between Master and Slave Systems in
One Channel Improvement Chaotic masking

6. Two-Channel Secure Communication :

Two-channel transmission method is adopted for the purpose of faster synchronization
and higher security .One output of the chaotic transmitter is sent for synchronization only in
one channel, with no connection with the information signal, so the amplitudes of information
signa has nothing to do with synchronization. The other channel transmits the information -
bearing signal. So the first channel serves the purpose of efficient synchronization, the second
channel is used for complicated encryption and, therefore, improved security (10 Figure (7)
illustrates this idea. The public channel is used to transmit both x (the driving signal necessary
for synchronization), and E, the encrypted secret message.
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s(t) (D)
Master System Slave System
L] EO D()
s - Ty T
A A
T X

Fig. (7). A Block Diagram Representation of two channels Secure
Communication System.

The encrypter uses y(t) and z (t) of master system to provide the desired key

sequence. To further enhance the security of the cryptosystem, an encryption functionis

introduced such as ™ :-

y(t) + s(t)
z(t)

where s(t) isthe origina speech. The cipher-speech is sent to the decrypter through the

channel.

Ei(y.z,s1t) = (10)

At thereceiver, the recovered speech £(t) isderived by the decryption function via

%(t) = D(E,, y,.2,.. 1)
=E,(v,z,st)* z.(t) — v, (11)

If the variables y,(t) and z(t) of the dave system can be synchronized with
corresponding variables y(t) and z(t) of the master system , the decrypter can find the same
S(t), asin the encrypter, s(t).

7. Modification of Two-Channel Chaotic Communication :

A better scrambling of the secret message can be obtained if the encryption function is
made to depend on a continuously changing parameter along with the chaotic states of the
transmitter. This parameter corresponds to one of the chaotic transmitter parameters and
consequently it can accomplish two tasks:

1- To act as a cipher key that makes the scrambling process of the transmitted message
more robust.

2- To continuously change the chaotic attractor of the transmitter; thus making it harder
for an intruder to break into the communication channel.
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Referring to the encryption function in Equation (12), it is noted that it is a simple nonlinear
function. To complicate the process of cryptanalyst one may use a more complex nonlinear
function resulting in a more robust secure communication system, given by 12,
E=y>+(1+y?)=s(¢) (12)

Thus amodified system for the robust secure communication system,
Both the encryption and decryption functions are given in Equations (13) and (14).

E,(v,p5.t) =y + (u* +¥7) = 5(1) (13)

E. (v st 72
5(8) = Dy, s, 1) = 20 fst) =

(14)

Where p , isthe modified parameter.
y and p are used to construct the nonlinear scrambling. The decryption function should settle
very fast to the inverse of the encryption function, once synchronization is achieved.

8. Measures of Quality :

A number of quantitative measures can be used to evaluate the performance of the
designed system. These are Segmental Spectral Signal to Noise Ratio (SSSNR), LPC
Distance Measure, and Cpestral Distance Measure (CD). These measures are defined as
follows:

a. Segmental Spectral Signal to Noise Ratio (SSSNR): Thisisgiven by **!
Zie=11%, (k)|

SSSNR; = 10log =
v=1[1X, ()] — 7, ()]

[dB] (15)

Where Xi(K) & Yi(k) are the DFT of original speech & scrambling speech.

b. Linear Predicative Code Measure (LPC): Thisisgiven by *

4 AvAT 4
LPC = n(gvgf) [dB] (16)

where V is the autocorrelation matrix of the original speech block, vectors B & A contain the
LPC coefficients for the clear speech block and scrambled speech block.

c. Cpestral Distance Measure (CD): Thisisgiven by [*°

B3|

r
€D = 10lagy, EZ{Cx[nj — cy(nj}fl [dB] (17)

where Cx(n) & Cy(n) arethe cpestral coefficients of the original speech and scrambled
Speech.
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9. Simulation Results :

The simulation uses the following referencein( Arabic) speech file:-
" Caaall U jeand 3 jaeall cliiall (e Lealaiial ol 5 Ly ju 45 5 SV sl @ ) gl

The trandlation of is. The computers have evolved rapidly and became a major
characteristics of themodern era

The speech signa is sampled at 8 kHz and (5.6879 seconds long having 45503
samples) with 16 bits / sample, as shown in Figure (8). In this simulation, the chaotic signal
was simulated for 50 seconds with 50000 samples. Due to initial synchronization error shown
in Figure (2), the first five seconds of the chaotic signal were neglected in encryption and
decryption..

(LR
02—

]
-LE—

04—

SO | | | |
o 5 T 15 2 25 L A5 A 45 21

Fig. (8): Original Speech Signal.

9.1 Testing the Secret Keys of Lorenz System.

The secret keys of Lorenz system can be classified into:-
Parameters keys (o, p, B) for integer order Lorenz system, (ii) Fractiona orders (o ,02 ,03 ).
The first one is tested by Lyapunov Exponent methods (18] while the second one is tested by
‘0-1 Test’ algorithm ' as explained in the following sections.

9.1.1 Testing Parameters of Integer Order Lorenz System.

Chaotic system parameters are chosen carefully with a large positive Lyapunov
exponent value. A chaotic system with a large exponent value means that the chaotic system
with certain parameter values is sensitive to initia conditions and behavior chaotically.
Computing and testing of these parameters ( o, p, B) for integer order Lorenz system by
Lyapunov Exponent are shownin Table (1).

9.1.2 Testing Fractional Order Lorenz System.

The fractional orders ( a1, a2 , az) IS chosen arbitrary and the best choice must be
closer to unity to achieve the chaotic behavior of system , the ‘O-1 Test’ is used to obtain a
results of (K) that is close to unity to get chaotic behavior, as shown in Table (2).
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Table (1): Testing Parameters of Chaotic Lorenz Table (2): Testing Fractional Orders of
System use Lyapunov Exponent. Chaotic Lorenz System using “0-1” Test.

2.05218
236
3337
2.856
242

Table (1) shows the arbitrary chosen values of (3), which must be positive, the values
of (c and p) are calculated accordingly, after calculating ( A1 ,A2 ,Az ) using Lyapunov
Exponent the system was chaotic because [(A1 > 0), (A2 = 0), (A3 < 0)]. The following choices
of fractional derivative orders, parameters, and initia conditions for the master and slave
systems are used for simulation.

(01, 02, 03) =(0.97,0.98, 1.1). (c,p,p)= (16,4592, 4).
[x(0), ¥(0) , 2(0)] = [-1,-2, 5]. [x«(0) , y(0), z(0)] = [1, 2, 1].

9.2 Bandwidth Expansion Consideration:

In order to transmit the scrambling speech signa in an exiting channel with standard
bandwidth, it is important that the scrambled speech should be real and should have a B.W
essentially the same as that for the original speech. In classical speech scrambling, a trade-off
between security and B.W expansion must be considered. In fractional order chaotic speech
scrambling if the security is increased, then the B.W is not expanded and remained
unchanged, due to the nature of chaotic signal characteristics. Figure (9) showsthe B.W of the
original speech signal and the B.W of transmitted signals due to fractional order chaotic
speech scrambling.

50

40
|
30

z  § E [ L3

2 [ ] B ]
= 3 ] 2 B L

@ ]

Fig.(9): (a) B.W of Original Speech Signal, (b) BW of Two Channel Secure
Communication,(c) B.W of Modified Two Channel Secure Communication , and
(d) BW of Fractional order chaotic Masking
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9.3 Sensitivity to Fractional Orders

Two identical Lorenz systems (a & b) are taken with the same parameters and initial
conditions but starting from different fractional orders (nearly identical however). The
difference in fractional order taken between two Lorenz variables x, and x, was chosen to be
10°®. Figure (10) depicts the time series of variables x, and x, for two Lorenz systems. After
some period, the two variables quickly diverge from each other even though they started from
identical fractional order. in particular, oo =0, =10, pa=pp =28, Ba= Pp = 8/3, 0n=
ap1=0.97 , 0= 0.98 01,2 =0.980001, 0153 = 0tz = 1.1.

0 ‘[fknﬁr’g ﬂw qu‘ ( \ﬁr ¥

i3

L

b

Bt

Fig. (10): Two Numerical Solutions of the Lorenz System Showing Sensitivity to
fractional order.

9.4 Comparison between Classical Speech Scrambling and Speech
Scrambling based Fractional Order Chaotic System.
The scrambled speech is tested by using the three measures discussed in section (8).
The encrypter results for classical speech scrambling and speech scrambling based fractional
order chaotic systems are depicted in Tables (3) and (4) respectively. Table (3) shows the
results for classical speech scrambling; time domain scrambling, frequency domain
scrambling and two dimensiona scrambling. In all of these cases the analysis takes place at
narrow band scrambling. It is noted from Table (3) that the residua intelligibility is increased
when using two dimensional scrambling methods.
Table (4) shows the results for chaotic speech scrambling which includes; chaotic
masking, improved chaotic masking, two channel secure communication and, modified two
channel secure communication.
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Table (3): Simulation Results of Classical Tahle (4): Speech Scrambling hased Fractional
&peech Scrambling. Order Chaotic System.

Encrypted speech signal Encrypted speech signal
[dE] [dE]

P PV T- chaotic Macking | 0.8367 |4 4776]] -19 6577
serambling 2- Improved Chaotic |  o5as | 4 soonll 21 4244
Ilasking

2-Frequency domain || o\ ool 5 5075l .0.2035
scrambling | e 3- Two channel securs | g0l o 9073 22 2537
communication
3-Two dimensional -
: 06732 0 2 2269 -1 2443 A 4- Modified Two channel

From the ssimulation results obtained from the given Tables(3) and (4) there is an
explanation about the big difference in the results between the classical speech scrambling
and speech scrambling -based chaotic system, thisis described as follows:-

1- A chaotic system has a random-like noise behavior.
2- Chaos—based encryption schemes can be defined over continuous number fields,
which lead to the possibility of using many nonlinear functions in encryption.

10. Cryptanalysis :

This section presents a cryptanalysis study of the fractional order chaotic scrambling.
The analysis focuses on the determination of the key space, and the key sensitivity.

10.1 Key Space

In a good encryption scheme, the key space should be large enough. In the present
scheme, the encryption sequences, X, y and z, are generated from the fractional Lorenz system
with fractional derivative orders (a1, e, az) and the parameters (o, p, p). The fractiona
derivative orders can be used as secret keys as well. Hence, the secret key consists of six
numbers (a1, a2, as, o, p, P). Since these six numbers are real numbers, the space of the keys
will be a 6-dimensional space. Large secret key parameter space is very important to prevent

an exhaustive search attack.

10.2 Key Sensitivity
Key sensitivity isan essentia property for any good cryptosystem, which ensures the

security of the cryptosystem against brute-force attacks. To demonstrate the key sensitivity,
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only one parameter of key is changed at atime by atiny amount, keeping al other parameters
of key unchanged and the scheme is applied to recover the speech signal. Key sensitivity can

be described in the following cases:

Case 1:-

Consider an intruder intercepts both the ciphertexts and synchronization signals.
Assume the intruder gets an approximate estimate of the keys, If the fractional order o3, is
changed to a value [(1+ %1) *o3], then all chaotic techniques are affected, where results
shown in Table (5). Figure (11) shows the sensitivity of present secure communication
scheme to a slight mismatch of keys. It is noted that the recovered speech signdl is totally
different from the original speech signal.

Case 2:-

If the fractional order oy, is changed by a value [( 1+ %1) *ay], then al the chaotic
techniques are affected, the recovered speech signa of al fractional order chaotic speech
scrambling is totally different from the original speech signal. The results are shown in Table

(6)

Table (5): Mismatch fractional order o,; Table (6): Mismatch fractional order o,z
hy (£1%a). by (1%).

Encrypted speech signal Recovered speech signal Recovered speech signal
T - )
dEB] [¢E]

2-Improved Chaotic |  go79 | 5 go63|| 12,8760 | 2 Improved Chaotic 205l 37275
Masking Iasking

3 Two channell 7500 4 5238] -17.2380 7 twe ehannel |5 79531 4.1998
system systemmn

4- Modified Two ll 4 475 4 1787 -9 1470 4 Modihied Two o131 | 45023
channel system channel system

From Tables (5) and(6) ,where the mismatching in the fractional orders (a2, a3)
are (+1%) , the recovered speech signa of all fractional order chaotic speech scrambling

suffered a strong distortion due to high sensitivity to fractional order .

208



Journal of Engineering and Development, Vol. 17, No.4, October 2013, ISSN 1813- 7822

(c (d)
Fig.(11): Recovered Speech Signals with mismatch Fractional Order of a3 by (x1%) for
- (a) Chaotic Masking (b) Improved Chaotic Masking (c) Two Channel Secure
Communication {d) Modified Two Channel Secure Communication

Case 3:-

If the parameter B, is changed to a value [(1+ %2) *f], then all chaotic technique are
affected, the results are shown in Table (7).
Case 4:-

If the parameter p;, is changed to avaue [( 1+ %2) *p ], then only chaotic masking and
dynamic feedback modulation are affected. But when p;, is changed to a value [(1+ %5) *p] ,
then all the chaotic techniques are affected , the results are shown in Table(8).

Table {(7): Mismatch parameter fip by (2%). Table (8): Mismatch parameter p; by (+5%o).

I i | Nl i
[dB] [dE]

2- Improved Chaoticfl oo osll 3 9500 | 160411 || || ¢~ Iroproved Chaotic o 2os5ll 2 5500 14,5183
Ilasking Masking

3-Two channelf} o500l 4 2037 -19.6325 3-Two chanvel | o511 3 g137]| -10.6324
system system

4- Modified Two | 4 go50 4 3570 10,4573 4- Modified Two | 220 4 9076 | _8.7610
channel system channel system

Tables (5), (6), (7) and (8) show that the speech scrambling techniques based-
fractional order chaotic Lorenz system are very sensitive to key (parameters & fractional
orders). This feature gives robust encryption and the attacker doesn’t able to recover the
original speech signal.

Conclusion :

In this paper, high dimensional chaotic system like Lorenz is employed to generate
more complex and unpredictable three chaotic sequences. The use of speech scrambling
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with chaotic techniques decreases the Segmental Spectral Signal to Noise Ratio Measure

in the encrypted speech signal by about -16dB and increases Cpestral Distance Measure

by

about 1.5 dB compared with classica speech scrambling. preserving bandwidth

operation, the dynamic response of fractiona order chaotic system is highly sensitive to

fractional order values and the variation of a parameter, chaotic trgectory is very

unpredictable. With the use of fractiona derivative order as the keys the key space is

expanded and guarantees higher security. This system has a large key sensitivity because a

small change in the secret key causes a large change in the encrypted signal.
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