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Abstract:

Information security is a very important issue in data communication. Any loss or 
threat to information transfer can prove to be great loss in the process of sending 
information. Encryption technique plays a main role in information security systems. The 
advanced encryption standard algorithm is widely accepted due to its strong encryption, 
complex processing and its resistance to Brute-force attack.  This paper presents a 
proposed algorithm to enhance the encryption process of advanced encryption standard 
algorithm (AES) by introducing a new algorithm to generate dynamic S-Box from cipher 
key. This algorithm will lead to generate more secure block ciphers, and solve the problem 
of the fixed structure S-Boxes and will increase the security level of the AES block cipher 
system. The main advantage of this algorithm is that many S-Boxes can be generated by 
changing cipher key. The proposed algorithm leads to increase the complexity of 
encryption process and makes the differential and linear cryptanalysis more difficult. 
MATLAB (R2013a) program is used for simulation. 
Keywords: Cryptography, Encryption, Decryption, Rijndael algorithm, Advanced Encryption 
Standard (AES), Substitution Box (S-Box). 

       

  

تحسین عملیة التشفیر في خوارزمیة التشفیر المتقدم القیاسیة باستخدام خوارزمیة 
  )S-Box(مقترحة لتولید 

  

  م حسن محمود عزاوي.م
 الجامعة التكنولوجیة/ قسم الھندسة الكھربائیة

  
  

  : الـخـلاصـة
  

ان ایة خسارة أو تھدیدا في نقل المعلومات یمكن أن یك ون  .مسألة ھامة جدا في نقل البیانات یعد أمن المعلومات
یقدم ھذه البح ث  .تقنیة التشفیر الدور الرئیسي في أنظمة أمن المعلومات تلعب. خسارة كبیرة في عملیة ارسال المعلومات

القیاس یة  أن خوارزمی ة التش فیر المتق دم. القیاس یة طریقة مقترحة لتحسین عملیة التشفیر في خوارزمیة التشفیر المتق دم
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یق دم ھ ذا . ومعالجتھ ا المعق ده ومقاومتھ ا ل ـعملیات كس ر التش فیر، الخوارزمیة لاقت قب ولاَ واس عاً بس بب تش فیرھا الق وي
م  ن خ  لال إدخ  ال   (AES) لتعزی  ز عملی  ة التش  فیر لخوارزمی  ة التش  فیر المتق  دم القیاس  یةالبح  ث خوارزمی  ة مقترح  ة 

س وف ت ؤدي ھ ذه الخوارزمی ة لتولی د كتل ة ش فرات أكث ر  .دینامیكي من مفتاح التشفیر) S-Box(خوارزمیة جدیدة لتولید 
والمی زة الرئیس یة  .ظ ام الش فراتوسوف تزید من مس توى الأم ان م ن كتل ة ن) S-Box(أمنا، وتحل مشكلة بنیة الثابتة ل 

ت  م تنفی  ذ الخوارزمی  ة  .یمك  ن تولی  دھا ع  ن طری  ق تغیی  ر مفت  اح التش  فیر) S-Box(لھ  ذه الخوارزمی  ة ھ  و أن العدی  د م  ن 
 ویجع ل أن النظ ام المقت رح یزی د م ن تعقی د عملی ة التش فیر. المقترحة عل ى خوارزمی ة التش فیر المتق دم القیاس یة الاص لیة

 .في عملیة المحاكاة MATLAB (R2013a)تم أستخدام برنامج . أكثر صعوبة الخطیة تفاضلیةال تحلیل الشفرات
 

1. Introduction 
 

Transmission of important data over the communication channel have   emphasized   the   
need for fast and secure digital communication networks to achieve the requirements for 
secrecy, integrity   and   nonproduction of exchanged   information. Cryptography provides a 
method for securing and authenticating the transmission of information over insecure 
channels. It enables us to store sensitive information or transmit it across insecure networks so 
that unauthorized persons cannot read it.  

The urgency for secure exchange of digital data resulted in large quantities of different 
encryption algorithms which are evaluated on the basis of throughput, speed of operation and 
area requirements. There   are   mainly   two   types   of   cryptographic algorithms:   

1- Symmetric.  
2- Asymmetric algorithms.   
Symmetric  systems  such  as  Data  Encryption Standard(DES), 3DES and Advanced 

Encryption Standard(AES) uses an identical key for the sender and receiver; both to encrypt 
the message text and decrypt the   cipher  text.  Asymmetric systems such as Rivest-Shamir- 
Adelman (RSA) & Elliptic  Curve Cryptosystem (ECC) uses different keys for encryption    
and decryption. Symmetric cryptosystems is more suitable to encrypt large amount of data 
with high speed. To replace the old Data Encryption Standard, in September 12 of 1997, the 
National Institute of Standard and Technology (NIST) required proposals to what was called 
Advanced Encryption Standard (AES) [1]. The AES algorithm is a symmetric block cipher that 
can encrypt, (encipher), and decrypt, (decipher), information. Encryption converts data to an 
unintelligible form called (cipher-text). Decryption of the cipher-text converts the data back 
into its original form, which is called plaintext. The AES algorithm is capable of using 
cryptographic keys of 128, 192, and 256 bits to encrypt and decrypt data in blocks of 128, 
192, or 256 bits [2]. Block cipher systems (e.g. AES) depend on the S-boxes, which are fixed 
and have no relation with the secret key. The only changeable parameter is the secret key. 
Since the only nonlinear component of AES is S-boxes, they are an important source of 
cryptographic strength. The use of key-dependent S-boxes in block cipher design has not been 
widely investigated in the literature.  Research into S-box design has focused on 
determination of S-box properties which yield cryptographically strong ciphers, with the aim 
of selecting a small number of good S-boxes for use in a block cipher. Some results have 
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demonstrated that a randomly chosen S-box of sufficient size will have several of these 
desirable properties with high probability [3]. In this paper a proposed method for constructing 
cryptographically strong variable S-box dependent key is introduced. 

 
 .  

2. AES Algorithm 
 

The AES algorithm specifies three encryption modes: 128-bit, 192- bit, and 256-bit. Each 

cipher mode has a corresponding number of rounds Nr based on key length of Nk words. The 

state block size, termed Nb, is constant for all encryption modes. This 128-bit block is termed 

the state. Each state is comprised of 4 words. A word is subsequently defined as 4 bytes. Both 

encryption and decryption begin with the round key expansion created by the key schedule 

function [4]. Table (1) shows the possible key/state block/round combinations [5].  

 
Table (1) AES Categorization [5]. 

 
 
2.1 Principle of AES Algorithm  

 

The AES encryption and decryption procedures are shown in figures (1) and (2). After an 

initial round key addition, a round function consisting of four different transformations 

SubByte(), ShiftRow(), MixColumn(), and AddRoundKey() are applied to the data block (i.e., 

the state array). The round function is performed iteratively 10, 12, or 14 times, depending on 

the key length. Note that in the last round MixColumn() is not applied. The four 

transformations are described briefly as follows [6,7]:  
 

1. SubByte(): a nonlinear byte substitution that operates independently on each byte of the 

state using a substitution table (the S-Box).  
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2. ShiftRow(): a circular shifting operation on the rows of the state with different numbers 

of bytes (offsets).  

3. MixColumn(): the operation that mixes the bytes in each column by the multiplication of 

the state with a fixed polynomial modulo x4 + 1.  

 
 

 
 

Fig .(1) The Encryption procedure of AES Algorithm [7]. 
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Fig .(2) The Decryption procedure of AES Algorithm [7]. 
 

4. AddRoundKey(): an XOR operation that adds a round key to the state in each iteration, 
where the round keys are generated during the key expansion phase. 

5. The Key expansion generates a total of Nb (Nr + 1) words: the algorithm requires an 
initial set of Nb words, and each of the Nr rounds requires Nb words of key data. The 
resulting key schedule consists of a linear array of 4-byte words, denoted [wi], with i in 
the range 0 < i < Nb (Nr +1). 
 
The decryption of the data which was encrypted using the AES is done by inverting all 

the encryption operations with the same key with which it is encrypted since the AES is a 
symmetric encryption standard. In the decryption process the sequence of the transformations 
differs from that of the encryption but the key expansion for encryption and decryption are the 
same. However several properties of the AES algorithm allow for an equivalent decryption 
with the same sequence of transformations as that in encryption. 
The operations of the decryption are described briefly as follows [8]:  
 

1. Inverse Sub Bytes: This operation is same as it is in the encryption process but the only 
difference is the inverse of the substitution box is used here since the substitution box 
which we used in the encryption is invertible.  

2. Inverse Shift Rows: The inverse shift rows operation inverses the shift row operation in 
the encryption process by right shifting the elements in the rows. 
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3. Inverse Add Round Key: The add round key process is the same as that of the one in the 
encryption process.  

4. Inverse Mix Columns: In inverse mix column operation the same operation in the mix 
column is done but with the different matrix as specified below. 

The decryption procedure is shown in Figure (2).  
 

2.2 S-Box Calculations  
 

In this paper, a new design for enhancing the security of AES algorithm is proposed. This 
approach design will not contradict the security of the original AES algorithm by keeping all 
the mathematical criteria of AES remain unchanged. We try to improve the security of AES 
by making its S-box to be key-dependent. 

S-Box is one of the most crucial keystones that will lead to the security at AES level as it 
is nonlinear, invertible transformation. S-box entries are computed using the multiplicative 
inverses in Galois Field GF (28). This multiplicative inverse uses the affine mapping concept 
for encryption part and inverse affine mapping concept for decryption part [5]. Figure (3) and 
Figure (4) shows the S-box and inverse S-box with 256 8-bit values. Each individual byte of 
state is mapped into a new byte in the following way: The leftmost 4 bits are used as a row 
value and the rightmost 4 bits are  

 

63 7c 77 7b f2 6b 6f c5 30 01 67 2b fe d7 ab 76 

ca 82 c9 7d fa 59 47 f0 ad d4 a2 af 9c a4 72 c0 

b7 fd 93 26 36 3f f7 cc 34 a5 e5 f1 71 d8 31 15 

04 c7 23 c3 18 96 05 9a 07 12 80 e2 eb 27 b2 75 

09 83 2c 1a 1b 6e 5a a0 52 3b d6 b3 29 e3 2f 84 

53 d1 00 ed 20 fc b1 5b 6a cb be 39 4a 4c 58 cf 

d0 ef aa fb 43 4d 33 85 45 f9 02 7f 50 3c 9f a8 

51 a3 40 8f 92 9d 38 f5 bc b6 da 21 10 ff f3 d2 

cd 0c 13 ec 5f 97 44 17 c4 a7 7e 3d 64 5d 19 73 

60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e 0b db 

e0 32 3a 0a 49 06 24 5c c2 d3 ac 62 91 95 e4 79 

e7 c8 37 6d 8d d5 4e a9 6c 56 f4 ea 65 7a ae 08 

ba 78 25 2e 1c a6 b4 c6 e8 dd 74 1f 4b bd 8b 8a 

70 3e b5 66 48 03 f6 0e 61 35 57 b9 86 c1 1d 9e 

e1 f8 98 11 69 d9 8e 94 9b 1e 87 e9 ce 55 28 df 

8c a1 89 0d bf e6 42 68 41 99 2d 0f b0 54 bb 16 
 

Fig .(3) S-Box [14,15]. 
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52 09 6a d5 30 36 a5 38 bf 40 a3 9e 81 f3 d7 fb 

7c e3 39 82 9b 2f ff 87 34 8e 43 44 c4 de e9 cb 

54 7b 94 32 a6 c2 23 3d ee 4c 95 0b 42 fa c3 4e 

08 2e a1 66 28 d9 24 b2 76 5b a2 49 6d 8b d1 25 

72 f8 f6 64 86 68 98 16 d4 a4 5c cc 5d 65 b6 92 

6c 70 48 50 fd ed b9 da 5e 15 46 57 a7 8d 9d 84 

90 d8 ab 00 8c bc d3 0a f7 e4 58 05 b8 b3 45 06 

d0 2c 1e 8f ca 3f 0f 02 c1 af bd 03 01 13 8a 6b 

3a 91 11 41 4f 67 dc ea 97 f2 cf ce f0 b4 e6 73 

96 ac 74 22 e7 ad 35 85 e2 f9 37 e8 1c 75 df 6e 

47 f1 1a 71 1d 29 c5 89 6f b7 62 0e aa 18 be 1b 

fc 56 3e 4b c6 d2 79 20 9a db c0 fe 78 cd 5a f4 

1f dd a8 33 88 07 c7 31 b1 12 10 59 27 80 ec 5f 

60 51 7f a9 19 b5 4a 0d 2d e5 7a 9f 93 c9 9c ef 

a0 e0 3b 4d ae 2a f5 b0 c8 eb bb 3c 83 53 99 61 

17 2b 04 7e ba 77 d6 26 e1 69 14 63 55 21 0c 7d 
 

Fig .(4) Inverse S-Box [14,15]. 
 

used as a column value. These row and column values serve as indices into the S-box to select 
a unique 8-bit output value. For example, the hexadecimal value {95} references row 9, 
column 5 of the S-box, which contains the value {2a}: The S-box is constructed in the 
following points [9]:  
• Initialize the S-box with the byte values in ascending order row by row.    Thus, the value 

of the byte at row x, column y is {xy}.  
• Map each byte in the S-box to its multiplicative inverse in the finite field    GF (28) the 

value {00} is mapped to itself. 
• Consider that each byte in the S-box consists of 8 bits labeled   (b7, b6, b5, b4, b3, b2, b1, 

b0). The general affine transformation to each bit of each byte in the S-box is: 
 

iiiiiii cbbbbbb ⊕⊕⊕⊕⊕= ++++ 8mod)7(8mod)6(8mod)5(8mod)4(
' …………………..…..(1) 

 
Where: ci is the i-th bit of byte c with the value {63}, that is, (c7, c6, c5, c4, c3, c2, c1, c0) = 

(01100011). 
The prime ( ' ) indicates that the variable is to be updated by the value on the right.  The AES 
standard depicts this transformation in matrix form as follows:  
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Each element in the product matrix is the bitwise XOR of elements of one row and one 
column. Further, the final addition, as shown in equations (2 - 9), is a bitwise XOR, the 
inverse S-box is obtained by taking the inverse of equation (10), affine transformation 
followed by taking the multiplicative inverse in GF(28) given in figure (4). As an example, 
consider the input value {95}. The multiplicative inverse in GF (28) is {95}-1 = {8A}, which 
is 10001010 in binary. Using equation (10), the result is {2A}. More details of affine 
transformation and S-box are available in the literature [10-13]. 

 

08mod)70(8mod)60(8mod)50(8mod)40(0
'

0 cbbbbbb ⊕⊕⊕⊕⊕= ++++ …………………..(2) 

 

18mod)71(8mod)61(8mod)51(8mod)41(1
'

1 cbbbbbb ⊕⊕⊕⊕⊕= ++++ …………………….(3) 

 

28mod)72(8mod)62(8mod)52(8mod)42(2
'

2 cbbbbbb ⊕⊕⊕⊕⊕= ++++ …………………..(4) 

 

38mod)73(8mod)63(8mod)53(8mod)43(3
'

3 cbbbbbb ⊕⊕⊕⊕⊕= ++++ …………………...(5) 

 

48mod)74(8mod)64(8mod)54(8mod)44(4
'

4 cbbbbbb ⊕⊕⊕⊕⊕= ++++ …………………..(6) 

 

58mod)75(8mod)65(8mod)55(8mod)45(5
'

5 cbbbbbb ⊕⊕⊕⊕⊕= ++++ …………………...(7) 

68mod)76(8mod)66(8mod)56(8mod)46(6
'

6 cbbbbbb ⊕⊕⊕⊕⊕= ++++ …………………..(8) 

 

78mod)77(8mod)67(8mod)57(8mod)47(7
'

7 cbbbbbb ⊕⊕⊕⊕⊕= ++++ …………………..(9) 

 
In matrix form, the affine transformation element of the S-box can be expressed as equation 
(10): 
 

………………....(10) 
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3. Proposed Algorithm 
  

A single 128-bit block will be the input to the encryption and decryption algorithms 
where this block is depicted as a square matrix of bytes, and will then be copied into the state 
array, which will be modified at each stage of encryption or decryption. The encryption and 
decryption process of this new design resembles the original AES, it has confusion and 
diffusion layer and key addition layer as well. 

Figure (5a) shows the original algorithm of S-box. The proposed algorithm is described 
in Figure (5b). An S-box is a one to one mapping for all byte values from 0 to 255. The S-
box is used to change the original plain text in bytes to cipher text.  All values are represented 
in hexadecimal notation.  

      
 

(a) 
 

 
                                                                                             

    (b) 
 

Fig .(5) (a) Original algorithm of S_box (b) Proposed algorithm of new S_box. 
 

The proposed AES is used algorithm to create a new S-box and Inverse S-box as shown 
in Figures (6) and (7). Each value in old S-box matrix is modified with a new value to create 
a new S-box matrix. In this paper, three keys are proposed (Key (i), Variable No._1 (i) and 
Variable No._2 (i)) for ciphering.   
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6a 75 6c d9 e9 81 3c 2f 63 1a bb 22 d3 de a2 7f 

68 af 15 66 e1 85 4e eb b6 08 f1 b4 cf ad 21 ed 

6b ae 88 84 dc 24 2b d7 3d be fe 1b 5c d1 38 1c 

d8 ce c9 90 ba 4a 0c 93 a5 3f 89 b1 49 fb a9 6e 

12 d0 01 13 c7 43 f8 f3 5b 32 0a 59 c3 ea 7c 9f 

00 ca 09 f6 3b f5 b8 87 71 17 b7 9b a0 1f 51 25 

3a f4 76 11 58 44 1e 8c e7 f0 e8 64 7d d6 96 74 

02 8e aa 86 78 b0 e4 29 91 14 30 28 19 ac fa db 

c4 5f 40 e5 b5 35 98 fd df bc 94 26 c6 54 c5 7a 

7b d2 62 8f 39 31 99 2a 9a 04 a3 0f 8d 45 10 c0 

b3 61 e6 03 52 da 2d 47 cb c8 46 79 8a 9c 0e 70 

fc c1 2c 3e 67 77 1d 0b 65 4d 56 36 b9 a6 a7 e2 

a1 a4 f9 27 07 4c bd dd 34 d4 9e 16 50 ee 57 83 

23 37 69 6f 41 18 ff 5d 8b 2e 5e 53 9d 92 f7 cd 

cc e3 72 42 60 c2 95 48 80 05 6d e0 d5 bf 33 f2 

97 a8 55 20 ec ef 4b 73 5a 82 7e 06 ab 4f b2 0d 
 

 

Fig .(6) New S-Box. 
50 42 70 a3 99 e9 fb c4 19 52 4a b7 36 ff ae 9b 

9e 63 40 43 79 12 cb 59 d5 7c 09 2b 2f b6 66 5d 

f3 1e 0b d0 25 5f 8b c3 7b 77 97 26 b2 a6 d9 07 

7a 95 49 ee c8 85 bb d1 2e 94 60 54 06 28 b3 39 

82 d4 e3 45 65 9d aa a7 e7 3c 35 f6 c5 b9 16 fd 

cc 5e a4 db 8d f2 ba ce 64 4b f8 48 2c d7 da 81 

e4 a1 92 08 6b b8 13 b4 10 d2 00 20 02 ea 3f d3 

af 58 e2 f7 6f 01 62 b5 74 ab 8f 90 4e 6c fa 0f 

e8 05 f9 cf 23 15 73 57 22 3a ac d8 67 9c 71 93 

33 78 dd 37 8a e6 6e f0 86 96 98 5b ad dc ca 4f 

5c c0 0e 9a c1 38 bd be f1 3e 72 fc 7d 1d 21 11 

75 3b fe a0 1b 84 18 5a 56 bc 34 0a 89 c6 29 ed 

9f b1 e5 4c 80 8e 8c 44 a9 32 51 a8 e0 df 31 1c 

41 2d 91 0c c9 ec 6d 27 30 03 a5 7f 24 c7 0d 88 

eb 14 bf e1 76 83 a2 68 6a 04 4d 17 f4 1f cd f5 

69 1a ef 47 61 55 53 de 46 c2 7e 3d b0 87 2a d6 

Fig .(7) New Inverse S-Box. 
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The two different numbers (Variable No._1, Variable No._2) are a random numbers and 
it is changed at each value of S-box. The constant byte value (Key) is also secret number and 
it is a XORed with the first variable number (Variable No._1). The result value is then 
XORed with the second variable number (Variable No._2).  

The final value will combine with the multiplicative inverse of the current byte value 
with respect to the specified modulo polynomial transformed (by using affline 
transformation). The result value is the new S-box value and it's used by SubBytes 
substitution. 

In order to recover the data previously encrypted it is required to perform the inverse of 
the new S-box and then complete other decryption process to get the original data. It is very 
difficult to decrypt the cipher text without using the correct key of S-box. 

   
The flow chart of the proposed algorithm is shown in Figure (8). 

 
 

Fig  .(8) Flow chart of the proposed AES algorithm. 
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4. Simulation Results 
 

 The plaintext is a 16 byte and in hexadecimal format (plaintext_Hex_No. = {11 45 88 cf 
ff a4 99 dd ee 6e 1a 3e 11 7f b3 f7}). The cipher key length and data block size in AES is 
16byte/128 bits. The simulation results shows the data, key used, cipher (encrypted data) and 
decrypted data, as shown in Tables (2) And (3) respectively, the values of the original and 
calculated plaintext values are in agreement, thereby proving the correctness of the design’s 
operation. 

It can be noted that the plaintext in Tables (2) And (3) are the same on a per bit basis, 
thereby proving the working of the proposed algorithm. Also the ciphertext obtained from 
program, as shown in Table (2), is compared with the ciphertext shown in Table (3). The aim 
of this exercise is to prove that the encryption and decryption are in fact in keeping with the 
Rijndael specifications, and that the results obtained are not merely obtained because 
encryption and decryption are the inverse of each other. The randomly key-dependent S-boxes 
make our approach resistant to linear and differential cryptanalysis. This approach will lead to 
generate more secure block ciphers, solve the problem of the fixed structure S-boxes, and will 
increase the security level of the AES block cipher system. The main advantage of such 
approach is that an enormous number of S-boxes can be generated by changing secret key. 

Table (2) Encrypting of 16 Byte Plaintext. 
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Table (3) Decrypting of 16 Byte Ciphertext. 
 
 
 
 
 
 

 
Proposed AES 

 
Original AES 

 

Ciphertext  
(16byte):  

65 8a 6a c0  
 c6 49 57 b4  
6f 10 5f f7  

                           f5 22 f5 77 

b2 62 01 d4  
 2b 08 a7 fd  
b1 1a 00 fa  

                          da 82 19 a4 

Key: 00 01 0203 04 05 06 07 08 09 0a 0b 0c 0d 
0e 0f 

00 01 0203 04 05 06 07 08 09 0a 0b 0c 
0d 0e 0f 

Round 1: a8 b6 c1 cb 4f ab d7 b8 79 10 0b ff 8c cd 
7b 57 

54 f0 10 be 99 85 93 2c 32 57 ed 97 d1 
68 9c 4e 

Round 2:  ea 1e 77 0a a3 e4 7c 6f 25 69 1b f4 37 41 
b6 2c 

47 a4 e0 ae 43 1c 16 bf 87 65 ba 7a 35 
b9 f4 d2 

Round 3: 97 f4 69 7d 51 47 98 13 86 4c 72 ef 9b 76 
f7 9a 

14 e3 44 4e f9 5f 0a a9 70 e2 df c0 1a 8c 
4d 26 

Round 4: 31 63 9d 14 14 16 df 8b 50 ca 3e 9d 7a ed 
81 6d 

5e f7 a7 0a 39 a6 55 a3 0f 92 3d 1f 7d 
96 c1 6b  

Round 5: 4a 52 fe 89 17 02 c9 54 85 9a f4 a3 c6 97 
6c ec 

3c a9 50 ad aa 9f f3 f6 a3 9d af 22 e8 eb 
57 aa 

Round 6: 2f 18 ac 77 90 15 cb 9d 41 1f 6e 57 ef 51 
fb 80  

47 95 f9 fd f7 35 6c 05 f7 3e 32 8d bc 03 
bc fd 

Round 7:  87 37 b4 db af 85 de 56 69 5e 71 39 bc 
be aa 7b 

 b6 d2 6c 04 ff c2 59 69 74 c9 0c bf 4e 
bf bf 41 

Round 8:  50 b0 83 6f f4 2a 5b 88 5e 37 2f 48 c8 02 
14 d1 

 b6 64 be 68 92 3d 9b 30 cf bd c5 b3 0b 
f1 00 fe 

Round 9:  3b e0 33 ec 78 de 71 d3 12 69 18 67 1d 
ca 16 c5 

 d6 d2 da d6 aa af a6 ab 74 72 78 76 fd 
fa f1 fe 

Round 10:  df db d3 df a3 a6 af a2 7d 7b 71 7f d0 d7 
dc d3 

00 04 08 0c  01 05 09 0d 02 06 0a 0e 03 
07 0b 0f 

Plaintext 
(16byte): 

11 45 88 cf  
ff a4 99 dd 
 ee 6e 1a 3e  
11 7f b3 f7 

11 45 88 cf  
ff a4 99 dd 
 ee 6e 1a 3e  
11 7f b3 f7 

 
4.1 Avalanche Test  

 

The avalanche effect property is very important for encryption algorithm. This property 
can be seen when changing one bit in plaintext and then watching the change in the outcome 
of at least half of the bits in the ciphertext. One purpose for the avalanche effect is that by 
changing only one bit there is large change then it is harder to perform an analysis of 
ciphertext, when trying to come up with an attack. Avalanche Effect can be calculated by 
using equation (11) [16]. 
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ciphertextinbitsofNumber
ciphertextinbitsflippedofNumberEffectAvalanche

____
______ = ……...............(11) 

 

A block cipher is said to have a poor randomization if it does not exhibit the avalanche 

effect to a significant degree. For a good quality block cipher, such a small change in either 

key or plaintext should cause a drastic change in the ciphertext. 

To perform the test we change plaintext bit to “01” instead of “11” and “80” instead of 

“00” the result obtained is 0.5468 and 0.5234 respectively, which prove that proposed AES 

pass avalanche test. The results of avalanche effect are given in Tables (4) And (5) 

respectively. The proposed AES has good avalanche test if compared with results of original 

AES and proposed AES in Ref.[9]. This avalanche result reflects the immunity of our 

algorithm to linear and differential cryptanalysis. Avalanche test is important features for 

strong S-boxes to produce more confusion to the encryption process.  

 
Table (4) The results of avalanche test due to one bit change in plaintext 

 (From (11) to (01) in plaintext). 
 

 
Algorithm Input Data (plaintext) Output Data(ciphertext) 

Avalanche 
Test 

C
ip

he
r 

K
ey

 =
 '0

12
34

56
78

9A
BC

D
EF

' This  
Work 

11,11,11,11,11,11,11,11, 
11,11,11,11,11,11,11,11 

D4,68,1B,28,83,92,E7,C0, 
F0,B0,BD,CE,B0,18,ED,07 

0.5468 
01,11,11,11,11,11,11,11, 
11,11,11,11,11,11,11,11 

0A,A1,B8,13,60,F5,5A,A9, 
31,FF,B3,1A,E4,8F,62,80 

AES-RC4 
[9] 

11,11,11,11,11,11,11,11, 
11,11,11,11,11,11,11,11 

98,AC,21,A7,EF,17,17,16, 
BF,CB,B6,8E,B8,5E,7F,C8 

0.5078 
01,11,11,11,11,11,11,11, 
11,11,11,11,11,11,11,11 

96,63,13,AE,F5,B4,48,52, 
B6,30,18,7A,BB,C8,62,C2 

Original 
AES [9] 

11,11,11,11,11,11,11,11, 
11,11,11,11,11,11,11,11 

1D,BA,92,8F,49,FC,58,29, 
B8,ED,48,96,4E,74,01,E4 

0.5078 
01,11,11,11,11,11,11,11, 
11,11,11,11,11,11,11,11 

FA,B6,58,C6,07,81,EE,E4, 
5D,43,40,B5,1D,7E,BE,FC 
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Table (5) The results of avalanche test due to one bit change in plaintext 
 (From (00) to (80) in plaintext). 

  

 
Algorithm Input Data (plaintext) Output Data(ciphertext) 

Avalanche 
Test 

C
ip

he
r 

K
ey

 =
 '0

12
34

56
78

9A
BC

D
EF

' This  
Work 

00,00,00,00,00,00,00,00, 
00,00,00,00,00,00,00,00 

4D,6D,A8,97,1C,4F,A9,4F,  
1b,CE,2F,04,92,E4,4F,90 

0.5234 
80,00,00,00,00,00,00,00, 
00,00,00,00,00,00,00,00 

93,A9,89,BC,E5,BA,5a,2E,  
05,26,F8,98,31,D6,6D,E4 

AES-RC4 
[9] 

00,00,00,00,00,00,00,00, 
00,00,00,00,00,00,00,00 

A9,23,41,A8,1F,FF,EB,80, 
07,F3,C0,61,79,53,CA,EE 

0.5234 
80,00,00,00,00,00,00,00, 
00,00,00,00,00,00,00,00 

3C,C3,19,3C,F0,B6,3D,E9, 
3B,96,EC,9E,3B,C0,FD,7C 

Original 
AES [9] 

00,00,00,00,00,00,00,00, 
00,00,00,00,00,00,00,00 

7D,F7,6B,0C,1A,B8,99,B3, 
3E,42,F0,47,69,1B,54,6F 

0.4688 
80,00,00,00,00,00,00,00, 
00,00,00,00,00,00,00,00 

F6,C7,1E,ED,C3D9,96,B1, 
83,CB,56,8D,15,68,EB,06 

 
 
5. Conclusions 

 

This paper presents an optimized S-Box for Advanced Encryption Standard (AES) 

design. The S-Box is one of the most important components of AES. During Subbyte 

transformation, the eight bit input is substituted by eight bit output using the S-Box. S-Box is 

constructed by composing two transformation- multiplicative inverse in Galois Field GF(28) 

followed by an affine transformation. The proposed algorithm can be implemented without 

increasing the size of the key block. Though the original algorithm is very secure, the 

proposed changes in the processing of the algorithm will help to encrypt the data by making 

stronger diffusion and confusion. It also increases the complexity of the algorithm multiple 

times. The achieved result gives more resistance to Brute-force attack and will make it very 

difficult to decrypt the plaintext without correct values of S-box matrix. AES is a strong 

algorithm due to its large rounds and algebraic complexity inside the rounds. The proposed 

method has been shown improved security of proposed AES over the traditional AES by 

increasing the complexity of encryption process. The main advantage of this algorithm is that 

many S-Boxes can be generated by changing cipher key. The proposed algorithm leads to 

increase the complexity of encryption process and makes the differential and linear 

cryptanalysis more difficult. 
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