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Abstruct : The main goal of steganography is to hide the existence of any secret data from the eye of third 

party, so the resultant stego-image must appear normal and not suspicious after the impeding process. 

Stego-image must have an acceptable quality in comparison with its size. Moreover, its size has to be on 

the rate of the usual Internet images, because it is required to be sent by this medium. This work focuses on 

these problems, using a novel Selected Least Significant Bit method. Standard color images were used to 

hide the data. The proposed approach has been evaluated and the results had been analyzed. The obtained 

results showed clear enhancements on the impeding space  considering previous related works. 
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 طريقت مبتكرة لإخفاء المعلوماث داخل صور ملونت باستخذام البج الأقل أهميت الأخير
 

انزئٍسً يٍ حقٍُت "انسخٍجبَىجزافً" هً إخفبء وجىد أٌت بٍبَبث سزٌت عٍ أعٍٍ أي طزف ثبنث، نذا انصىرة انُبحجت عٍ  نهذفاالخلاصت: 

عًهٍت الإخفبء ٌجب أٌ حكىٌ صىرة طبٍعٍت، ونٍسج صىرة غزٌبت. فٍجب أٌ ٌكىٌ نذٌهب َفس حجى انصىر انًزسهت عبز الإَخزَج، 

انبٍئبث. هذا انعًم ٌزكز عهى هذِ انًشبكم، ببسخخذاو طزٌقت انبج الأقم أهًٍت انًحذد. صىر يعٍبرٌت  ببلإضبفت إنى انُىعٍت انًعخبدة فً هذِ

ت انخخزٌٍُت يهىَت حى اسخخذايهب لإخفبء بٍبَبث. انطزٌقت انًقخزحت حى حقًٍٍهب وانُخبئج حى ححهٍههب. وقذ أثبخج فعبنٍخهب وجىدحهب بزٌبدة حجى انسع

 .سببقتفً انصىرة. يقبرَت بأعًبل 

 
1. Introduction 
 

     Maintaining privacy in personal communications is something everyone desires, so 

the security of information and data is one of the most important factors of 

communication technology. Cryptography is the field of technologies for hiding 

information. It tries to hide, encrypt, the information in such a way that a third party 

who has access to the hidden, encrypted, data cannot reconstruct or decrypt, the original 

information.  
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Steganography is the art and science of invisible communication [1][2]. This is 

accomplished through hiding information in other information in such a way that no one 

apart from the intended recipient knows of the message existence, thus hiding the 

existence of the communicated information [1]. The word steganography is derived from 

the Greek words “stegos” meaning “cover” and “grafia” meaning “writing” [3] defining 

it as “covered writing”. In image steganography, the information is hidden exclusively in 

images.  

     The idea of hiding information has a long history. In Histories the Greek historian 

Herodotus writes of a nobleman, Histaeus, who needed to communicate with his son-in-

law in Greece. He shaved the head of one of his most trusted slaves and tattooed the 

message onto the slave’s scalp. When the slave’s hair grew back, the slave was 

dispatched with the hidden message [4]. 

     The categories of steganography classified depending on the cover format, which 

hides the secret data. The best file formats that are more suitable for steganography are 

those with a high degree of redundancy. Redundancy can be defined as data or bits that 

could be omitted without loss of meaning or function; repetition or superfluity of 

information. Figure 1 shows the four main categories of file formats that can be used for 

steganography as a cover for hiding any appropriate digital data as a secret. 

 

 

 

 

 

 

 

 
 

Figure 1: Categories of steganography [1][2] 

 

     Digital images are the most popular cover objects for steganography, because of their 

proliferation especially on the Internet, and the large amount of redundant bits present in 

the digital representation.In the domain of digital images many different image file 

formats exist, most of them for specific applications. For these different image file 

formats, different steganography algorithms exist. 

     Image steganography techniques can be divided into two groups: those in the Image 

Domain and those in the Transform Domain [4]. Image – also known as spatial – domain 

techniques embed messages in the intensity of the pixels directly, while for transform – 

also known as frequency – domain, images are first transformed and then the message is 

embedded in the image [1]. 

 Image domain techniques apply bit insertion. The image formats that are most 

suitable for image domain steganography are lossless and the techniques are typically 

dependent on the image format.  
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Transform domain techniques and methods hide messages in more significant areas of 

the cover image making it more robust. Many transform domain methods are 

independent of the image format, those methods is suitable for lossy and lossless 

compression. 

     Least Significant Bit (LSB) insertion is a common, simple approach to embed 

information in a cover image on the image domain [5]. The least significant bit (in other 

words, the 8th bit) of some or all of the bytes inside an image is changed to a bit of the 

secret message. When using a 24-bit image, a bit of each of the red, green and blue 

(RGB) color components can be used, since they are each represented by a byte. In other 

words, one can store 3 bits in each pixel. An 800 × 600 pixel image, can thus store a total 

amount of 1,440,000 bits or 180,000 bytes of embedded data. For example a grid for 3 

pixels of a 24-bit image can be as follows,[5]: 

 

(001011010001110011011100) 

(101001101100010000001100) 

(110100101010110101100011) 

 

     When the number 200, which binary representation is 11001000, is embedded into the 

least significant bits of this part of the image, the resulting grid is as follows:  

 

(001011010001110111011100) 

(101001101100010100001100) 

(110100101010110001100011) 

 

     Least Significant bit (LSB) is the simplest form of bit insertion, it could be improved 

to Least Significant bits (LSBs) to increase the capacity, and a several methods can be 

used to improve the security. 

Image domain methods or Transform domain methods have different strong and weak 

points. Image domain methods are simple approach than transform domain methods, and  

image domain least significant bit (LSB) technique in (RBG) colored images like PNG 

images and  BMP images is most suitable for applications where the focus is on the 

amount of information to be transmitted and not on the secrecy of that information [1]. 

     The following table compares least significant bit (LSB) insertion in RBG colored 

image and in GIF files and JPEG compression steganography: [1]. 

 

Table 1: Comparison of image steganography algorithms [1]. 
 

 LSB in RGB LSB in GIF JPEG Compression 

Invisibility High* Medium* High 

Payload Capacity High Medium Medium 

Robustness Against Statistcal Attacks Low Low Medium 

Robustness Against Image Manipulation Low Low Medium 

Independent Format Low Low Low 

Unsuspecious Files Low Low High 
*Depends on Cover Image Used 
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     On LSB principle, there are many methods and techniques developed to increase the 

capacity and the quality of the cover image and to increase the security of the hidden 

data. This data could be anything, text or pixels of a secret image etc. 

When working especially with colored images as a secret message, which contains huge 

data, and in the same time it contains redundant data, it will be a good idea to reduce the 

unwanted or the not useful data in a way that doesn’t affect the purpose that is needed 

from sending the secret image. 

     This paper will work with color images in order to propose a contributed Selected 

Least Significant Bit (SLSB) method for hiding information inside images. The 

methodology and the experimental results are shown in this work. 

Besides this section, the second section will review some related works, in order to reach 

contributed and unique design, the third section explains the proposed methodology, 

followed with the experiments and the obtained results, which will be analyzed in the 

fourth section. Finally yet importantly, the concluded points will be discussed in the fifth 

section. 

 
2. Related Works 
 

     Steganographic techniques are classified based on their mode of operations and thus 

fall into one of these categories; substitution or replacement, transformation domain, 

statistical, spread spectrum, and distortion [6]. Just as the name suggests, substitution 

techniques involve replacing a certain part of the digital file with the required piece of 

information that need to be hidden. Transformation domain, on the other hand, 

encompasses a process whereby the information that requires concealing is hidden in a 

frequency space with the file component. Statistical steganographic techniques involve 

changing the statistical elements of the digital file using various statistical algorithms. 

Communication using spread spectrum is also another popular steganography technique 

that hides and recovers a message of substantial length within digital imagery while 

maintaining the original image size and dynamic range, while distortion involves altering 

the signal carrying the information and later making a comparison with the original 

medium content [6]. 

     Xiaolong Li et. Al. [7] proposed the Difference Expansion (DE) technique, which is a 

lossless technique to assist in imbedding the data inside cover images with high-capacity 

and high-visual quality ways. This method was based on exploring the redundancy in 

digital images in order to benefit from the redundant information in increasing the 

capacity in addition to reducing the distortion.  

By calculating the neighboring pixels values difference in order to gain the Difference 

Expansion (DE), then used the SLSB method to select the embedding area, and 

imbedded the original values of this area and the payload at the same time. This method 

imbedded the original values in order to have exact recovery of the image and lower the 

image distortion. In order to solve the large amount of embedded data (payload and 
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original values), this work used lossless compression technique before the imbedding 

process. 

     Using standard images, he got 34dB Peak Signal to Noise Ratio(PSNR) as an average 

value for 11 test with different payload sizes, between 39566b and 516794b. This 

technique showed better PSNR for lower payload size. 

Hao Luo et. al. [8] proposed a median-based technique to enhance the imbedding 

capacity and marked image’s quality. Their method scanned the image looking for high-

correlation corresponding block pixels, in order to obtain a difference histogram. 

Considering the integer median of the selected blocks, multi-level shifting of the 

histogram is used for the embedding phase.  

     They grouped the measured blocks into four categories based on the related method; 

the goal of this process is to keep the calculated median during the impeding phase. In 

the receiver side, those median pixels are extracted at the beginning then the payload is 

retrieved. Moreover, the cover image will be restored to its originality with very low 

distortion using the inverse histogram multi-level shifting technique.  

Their technique resulted in average PSNR of 48dB. Using different standard images, 

with three block-partitioning sizes of (2x2, 3x3, 4x4) showing that the PSNR has better 

values for lower block partitioning size. 

     On the other hand, Chang et al concentrated in their work [9] on Side Matching 

Vector Quantization (SMVQ), to make it easy for the receiver, which needs only two 

steps to extract the payload and restore the cover image. They supposed that original 

compression code should be restored at the time of payload extraction, in order to be 

used by the receiver. They obtained relatively low PSNR with average value of 28db 

using standard images as cover for their payload.  

They enhanced their method to obtain better results in their work [10], which was also 

based on Vector Quantization (VQ) image compression technique. They adopted the VQ 

compressed code, that was previously categorized into three clusters, to fulfill data 

recovery and secret concealment, using techniques of trio extension and frequency 

clustering,  

     This way allowed them to expand the payload imbedding capacity in the same 

standard image. By doing so, they enhance the PSNR to average value of 32dB. Which is 

still low value considering the previously mentioned works. 

Tsing et al in their work [11] proposed a technique to enhance the restoration quality of 

both the payload and the cover image. Using a prediction error expansion technique, 

their proposed approach determined the predictive values of the imbedding areas in the 

image. Then the imbedding process contains exploiting the difference expansion between 

each pixel and its predictive value. Using standard images, they reached average value 

45dB for PSNR. 
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3. Proposed Method 
 

     In this section, we propose a steganography spatial domain algorithm. We will 

describe our research methodology for hiding text inside an image. There are some terms 

used in this research: cover image, payload and stego image. The cover image is the 

original  image used to hide  secret information or messages and can be in any format 

and dimensions, the payload is the text we want to conceal and in our case will be 

converted into a stream of bits, and stego image is the image resulted from combining the 

cover image and the payload. Our methodology divided into two phases; the first phase 

will discuss the proposed algorithm used to hide the text in an image, while the second 

discusses how to retrieve the text from stego image. 

 
3.1   A Proposed Steganography Algorithm for Hiding Secret Text in an Image 

 

     This section will clarify the proposed algorithm; our proposed algorithm is an 

enhancement for SLSB. The proposed algorithm used a cover image to hide secret 

information or text, it works on the m×m part of the cover image, where m is an odd 

number. The enhancement algorithm has two strength points; the secret text is scattered 

among the image using magic square order, which increased the complexity of the 

algorithm, and the text bits are modified by their Xor with the corresponding SLSB 

value. Therefore, the first step is to define the value of m. Initially select a square part of 

the cover image, if we have a w×h cover image; where w: width and h:height, then m 

value will be set regards to the equation (1) that determine the value of m: 

 

m=min(w,h)                                                                (1) 

 

                            

 

      

 
 

     (   )    

 

     The aim of  defining the m×m part of the image for steganography processing is to 

apply magic square on it, then use its arrangement number for the sequence of pixels for 

steganography use.  

     A magic square is a 2 dimensional array, in which the sum of each row, column or 

diagonal are equal. Magic square has the same number of columns and rows; it is 
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possible to construct a magic square for any number except for 2. Constructing a magic 

square for odd number is easy, so we will use it in our methodology. The following are 

example of 3×3 magic square: 

 

 

 

     The method to construct an odd magic square is too simple, starting by filling number 

1 in the middle column, in the first row. Then goes diagonal up and right, if it leave the 

square, then it is wrapped around to the last row of the first column, else if it encounters 

a filled square then it goes step down, and continue to fill the magic square. 

Now, the next step after finding the sequence of pixels, is filtering them by using a 

threshold value, the pixels whose obtained the threshold, can be used to contain the 

payload. We suggest multiple threshold values range from (248 down to 16), the largest 

number of threshold value that can fit the payload depend on its length will be chosen.  

Then the threshold value will depend on three factors; payload length, the image size, 

and the SLSB used (1 bit, 2 bit, or 3 bit).  The following example will clarify the 

threshold selection value: 

     Let an image have a dimension of 1021 × 1021, and then we have 1042441 pixels. 

Moreover, have a payload of 100-character length. Each character represented by 8 bits, 

if we use SLSB with 2 bits, then each character requires 4 pixels to represent it in the 

image, which mean that at least 400 pixels of the cover image should obtain the threshold 

value. Here we will pick the largest threshold value that have at least 400 pixels obtain 

the threshold value. 

The choice of the color to hide the information is determined by an operation known 

as pair analysis that determines the color with the greatest diversity ratio[12], in order to 

achieve an enhanced image quality through applying filter algorithms as we mention it in 

the literature review chapter.  

     To compute the diversity ratio for the colors, we calculate the standard deviation for 

each colors ( red, green, and blue), the color has the highest standard deviation will be 

chosen for hiding payload in it, and the second highest standard deviation value will 

chose for the XOR process. Standard deviation calculated according to equation (2).  
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√∑ (    )

  
   

 
                                                                    (2) 

 

     The threshold value will be checked for the same color choosing by pair analysis. 

After choosing the threshold value, the pixels sequence are chosen depending on magic 

square. The first three bytes will contain the threshold value, the length of the payload, 

and the color. Then the fourth byte contains the first character of the payload and so on. 

Only the pixels that obtained the threshold will use for hiding the payload, the pixel 

value will change by XOR the payload bits with the least significant bit of the second 

greater diversity ratio color by pair analysis.  

    The resulting image will be the stego image. The following example shows how to 

hide a message (“a”) inside a 3×3 square magic, after performing pair analysis the result 

shows that the blue color has the highest diversity ratio, and the red color has the second 

highest diversity ratio: 

The “a” representation in binary is (01100001). 

 

 
 

10010101 stands for red values, 00101110 stands for green values, and 10101100 stands 

for blue value, according to pair analysis results, the blue color will used for hiding the 

payload, while the red color will used for XOR. The threshold value should be first 

checked for the blue value ( depends on pair analysis results of diversity ratio), let 

suggest that the threshold value for blue is (128), then pixel number two obtained the 

threshold condition, and can be used for hiding the text in it. We take the first two bits 

of“a” (01), and XOR it with the two least significant bits of red color for the same pixel 

(01) as follows: 

                                                                                                XOR: 

01 

01 

00 

 

    Then the value will be stored in pixel number 2 will be (10010101 00101110 

10101100). Here we note that the pixel value not changed. Then we continued the same 

steps, until the whole payload are inserted. Figure 2 shows the structure for the algorithm 

for hiding text in the image. 
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         Figure 2: Block Diagrm of Stegonagraphy algorithm. 

 

3.2 Retrieving Payload From Stego Image 
 

     In this section, we discuss how to retrieve secret messages (payload) hidden in stego 

image. As the first step in hiding the payload into a cover image, we find the stego image 

dimensions by taking the square dimensions of the image, where it is an odd number. 

Then, the sequence of pixels will be picked regarding to the magic square. The first three 

bytes will retrieve the payload length, color, the threshold value. Then each pixel in the 

magic square sequence will be checked if it obtained the threshold value. We notice that 

the modification of bits will not affect the threshold value. If the pixel obtained the 

threshold, then we will reverse the process in hiding the payload by XOR 2 bits of red 

and blue color. The following shows how we retrieve the payload bit from the previous 

example: 

Cover Image 

Select Square Dimension of 

the Image 

Find Pixel Sequence by 

Magic Square 

Select color for hiding 

payload  

Find best threshold 

Filtering pixels 

XOR bits 

Bit replacement 

Stego Image 

Convert it to a stream of bits 

Message(payload) 
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     From pixel number 2 that represents (10010101 00101110 10101100), we will XOR 

the least significant  two bits of the red color, with the least significant two bits of blue 

color, the result should retrieve the payload bits. 

 

                                                                                                XOR: 

01 

00 

01 

 

    We got the first two bits of the payload, then we select the next pixel regarding of the 

magic square sequence, and check the threshold value for it, these steps are repeated until 

we exceed the payload length specified in the image. Figure 3 shows the structure for 

retrieving text from the stego image. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

 
 

 

Figure 3: block diagram for retrieving payload.       

Stego Image 

Select Square Dimensions 

of the image 

Find pixel sequence by 

magic square 

Read color threshold and 

payload length 

Filtering pixels 

XOR bits 

Retrieving payload 
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4. Experimental Results 
 

     This section will show the experiments and the obtained results after applying the 

proposed approach on standard RGB images. 

     The proposed approach was applied on the below standard images [13], as shown 

below, there are no difference between the original images and the stego images after 

applying the proposed method and carrying the payload. The Peak Signal to Noise Ratio 

(PSNR) for the images are shown in the below table. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Lena - original 
cover image size 256*256 

Figure 5: Lena - Stego 
cover image size 256*256 

Figure 6: Baboon - Original 
Cover image size 256*256 

Figure 7: Baboon - Stego 
cover image size 256*256 

Figure 8: Airplane (F16) - 
original cover image size 

256*256 

Figure 9: Airplane (F16) - 
Stego cover image size 

256*256 

Figure 10: Pepper - 
original cover image size 

256*256 

Figure 11: Pepper - Stego 
cover image size 256*256 

Figure 12: House - original 
cover image size 256*256 

Figure 13: House - Stego 
cover image size 256*256 
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Figure 4 shows the cover original Lena image with size 256 *256 that used to hide the 

message. Figure 5 shows the cover stego Lena image after carrying the payload. 

Moreover, Figure 6 shows the cover original Baboon image with size 256 *256 that used 

to hide the message. Figure 7 shows the cover stego Baboon image after carrying the 

same payload. 

     On the other hand, Figure 8 shows the cover original Airplane image with size 256 

*256 that used to hide the message. Figure 9 shows the cover stego Airplane image after 

carrying the same payload. 

     Moreover, Figure 10 shows the cover original Pepper image with size 256 *256 that 

used to hide the message. Figure 11 shows the cover stego Pepper image after carrying 

the same payload. 

     Finally, Figure 12 shows the cover original House image with size 256 *256 that used 

to hide the message. Figure 13 shows the cover stego House image after carrying the 

same payload. 

     As shown in figures (above), the stego images are similar as cover with no difference, 

however, the stego contain the secret data inside them. 

After applying the algorithm, a comparison of the PSNR between the original cover and 

stego images will be shown in the table below. 

 

Table 2: Cover-Stego PSNR 
 

Cover image Stego image PSNR 

Lena LenaS 40.7756 

Baboon BaboonS 40.7194 

Airplane AirplaneS 40.7888 

Pepper PepperS 40.6278 

House HouseS 40.7293 

 

Moreover, the Mean Square Error, between the cover and stego images are also 

measured and shown in the table below. 

 
Table 3: Cover- Stego MSE 

 

Cover image stego image MSE 

Lena LenaS 10.72 

Baboon BaboonS 9.27 

Airplane AirplaneS 10.81 

Pepper PepperS 9.11 

House HouseS 9.88 
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On the Other hand, to get more evaluations, the results of correlation between the cover 

and stego images are measured, and shown in the below table. 

 
 

Table 4: Cover-Stego Correlation Results 
 

Cover image Stego image correlation 

Lena LenaS 0.0028 

Baboon BaboonS 0.0024 

aIRPLANE AirplaneS 0.0029 

Pepper PepperS 0.0022 

House HouseS 0.0025 

 

     After applying the algorithm, a comparison of the histogram between the original 

cover and stego images will be shown in figures to evaluate the proposed methodology 

regarding the mentioned standard color images. 

 

 
              Figure 9: Lena - Cover Image Histogram                               Figure 10: Lena - Stego Image  Histogram 

 

 

 

 

 

 

 

 

 

 

 

 

 

               Figure 11: Baboon - Cover Image Histogram                 Figure 12: Baboon - Stego Image Histogram 
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Figure 9, above shows the histogram of the cove Lena image, on the other hand 

Figure 10, shows the histogram of the Stego image, which shows no difference. 

However, Figure 11 shows the histogram of the cover Baboon image. Figure 12, shows 

the histogram of Baboon stego image, which also does not show any difference. For the 

other pictures we did not show their histograms as they have the same results. 

 
5. -Comparison with Previous Works 
 

Table 5: Average PSNR Comparison for Stego Cover Images 
  

Method Lena Baboon Airplane Pepper House 

Thanikaiselvan Et Al [14] 40.1 39.6 - 40.1 - 

Thanikaiselvan, Et Al [15] - 40.0 - 40.0 - 

Pria Et Al [16] 41.0 37.0 - - - 

Proposed Algorithm 40.8 40.7 40.8 40.6 40.7 

 

   As shown from the table above, the proposed method, has enhanced results over most 

of the previous works. 

 
6. Conclusions 
 

     This work studied the problem of hiding information inside image steganography; this 

work proposed a contributed Selected Least Significant Bit (SLSB) method, which was 

applied on color images. The used images were Lena, Baboon, Airplane, Pepper, and 

House, which are standard images. The proposed approach enhanced the storage capacity 

in comparison with related works using this(The proposed method) to enhance the 

payload capacity of color images the entire image at the same time. Which showed real 

enhanced results and capacity; moreover, it resulted in no difference between the original 

image and the stego image with the payload inside. PSNR, MSE, Correlation and 

Histogram of both cover and stego images for Lena and Baboon standard color images, 

were measured, which evaluated the proposed contributed approach. 
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