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Abstract: Network safety has become an important issue 
in recent years. Encryption has been developed as a 
solution and plays an important role in the security of 
information systems. Many methods are required to 
secure the shared data. The advanced internet, 
networking firms, health information and the cloud 
applications have significantly increased our data every 
minute. The current work focuses on cryptography to 
provide the protection for sensitive data that exchanged 
between personal users, companies, organizations, or in 
the cloud applications and others during the transfer of 
data across the network.  Firstly, Data sent from sender 
to network receiver must be encrypted using the 
cryptographic algorithm. Secondly, the recipient shows 
the original data using the decryption technique. This 
paper presents three encrypting algorithms such as AES, 
RSA and hybrid algorithms, and their efficiency is 
compared based on the analysis of the time. Results of 
the experiments show that the hybrid algorithm is better 
in term of security. 

Keywords: AES algorithm, Hybrid algorithm, OAEP, 

RSA algorithm, Scrypt, Security. 

1. Introduction 

 Due to the development in the information 

technology sciences and the importance of data, 

this has led to the need to secure this data in 

several ways. Insecure data is considered one of 

the problems at the present time with the 

development of information technology and the 

use of Internet networks through data 

correspondence between various parties, 

organizations and users. The term security of 

information refers to a methodology employed 

to satisfy the security requirements [1]. 

Encryption is one way to ensure the secrecy and 

access of the data to the receiving party without 

affecting it from any third party. More broadly, 

cryptography includes the creation and study of 

algorithms that prevent third party or public 

reading of private messages [2]. There are two 

forms of cryptographic algorithms. The first one 

is a public cryptography (PKC), or an 

asymmetric cipher that uses two keys, one to 

encrypt and one to decrypt by sender and 

receiver, respectively. The second is a 

symmetric cipher where the sender and the 

receiver use the same key for encryption and 

decryption. Encrypted data stays secret by not 

revealing the user's confidentiality [3]. In this 

article, a hybrid encryption algorithm is 

designed and built based on (AES + RSA) 

encryption algorithm. A hybrid cryptography 

contains multiple ciphers types that are usually 

based on different strengths. The idea is to 

generate a special encryption key and then use 
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the participant's public key to encode it. The 

encrypted key is sent to the receiver with the 

cipher text to protect important original data and 

ensure that the data is not known from any 

external attack until the recipient is received 

these data. This algorithm is implemented in a 

way that enables it to deal with any size of data, 

in addition to making some improvements that 

is increasing the level of protection for this data.  

The structured of remainder paper as follows: 

The contribution   is mentioned in Section 2, 

Section 3 demonstrates the previous work, 

Section 4 presents the methodology of AES, 

RSA and hybrid implementation, Section 5 

presents the results of the simulation, Section 6 

presents the conclusion, and at last, in Section 7 

the references are submitted. 

2.   Contribution    

 This article is an extension of the work 

presented by Lin Zou et al. [4]. This work 

optimizes the following: 

 Less processing time for encryption and 

decryption processes by AES and RSA 

algorithms. 

 Appending the AES and RSA algorithms by 

Scrypt and OAEP algorithms, respectively 

to prevent the keys from being broken by 

any external attacker. 

 Increasing the throughput for cryptography 

algorithm. 

 Building a hybrid algorithm to increase data 

security. 

3.   Related Works 

(Dr. M. Tanooj kumar et al., 2019) [5] Proposed 

a hybrid HAR (Hybrid AES Rail Fence) 

encryption algorithm for safe data 

communication through IoT devices. A hybrid 

encryption solution, combines the AES and Rail 

Fence, enhances protection in different real-time 

applications such as securing passwords on 

account, securing secret word message for listed 

bank account users (OTP) and many other 

applications. The suggested encryption 

algorithm guarantees secrecy so that attackers 

are unable to read the cipher text. This model 

(HAR) offers greater protection in terms of data 

search complexity and improves results 

compared with AES algorithm. 

(Lin Zou et al., 2020) [4] Proposed the use of 

AES and RSA hybrid encryption algorithms in 

file encryption, they introduced the basic 

concepts of AES and RSA algorithms to ensure 

the protection of personal or enterprise data, and 

evaluated their advantages and disadvantages. 

The study showed that the hybrid encryption 

algorithm optimized the data security, key 

management and efficiency. 

 (Dwi Yuny SYLFANIA et al., 2020) [6] 

Proposed Blowfish and RSA algorithms for 

email transmission and reception based on 

Android basis. The algorithms have been 

evaluated and compared to determine which 

algorithm has an excellent speed in encryption 

and decryption time. The consequence of this 

research is that the Blowfish algorithm is faster 

than the RSA algorithm. It was demonstrated 

from the test results that Blowfish was 178.958 

percent faster than RSA for the encryption 

process. RSA is 63.131 percent slower 

compared to Blowfish. The same result is 

obtained for the decryption process, Blowfish, 

the fastest compared to RSA, by 420.44188 

percent. Instead, RSA is 80.3399 percent slower 

than Blowfish. 

(Samar Zaineldeen and Abdelrahim Ate, 2020) 

[7] They proposed a new hybrid encryption 

algorithm composed of AES and EHC 

algorithms in order to ensure the safe 

communications between the user and the server 

side. Compared to AES-128 and DES 

algorithms, the proposed method can provide 
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enhanced results in terms of security, 

throughput, memory consumption and time for 

encryption and decryption. The testing showed 

that the proposed algorithm takes the least 

amount of time to encrypt and decrypt data, and 

that memory usage is more effective with the 

processes. 

4.  Methodology 

4.1. AES Algorithm 

AES is the block cipher, where the NIST has 

chosen under the name Rijndael. The block 

cipher of Rijndael works with the SPN system 

and encrypts a 128-bit fixed block of data with 

three cipher keys under the NIST specifications. 

The algorithm's condition consists of 16 bytes, 

typically a matrix of 4*4 [8]. The rounds 

number of AES algorithm is based on the key 

length, as shown in Table 1.  

 

Maximum key size used in this work (256 bit). 

Each round of AES encryption function consists 

of four different transformations [9]: 

4.1.1. Byte substitution Transformation  

 The Byte substitution transition is a non-linear 

replacement, which performs autonomously on 

each state byte. The transformation of Sub Byte 

is performed using the once pre-calculated 

replacement table named the S-box. This table 

includes 256 (0-255) numbers and their 

performance. 

 

4.1.2. Shift Row Transformation  

In the shift row transformation, the state rows 

are left cyclically over multiple offsets. Row 

zero is not relocated; row one is moved by one 

byte; row 2 is moved by 2 bytes; three bytes are 

shifted to row 3. 

4.1.3. Mix Column Transformation  

It works independently on each column. It takes 

all of the state columns and combines the data to 

create new columns. 

4.1.4. Add Key Transformation 

The result round key from the combining 

column transformation process is implemented 

in the state with a simple X-OR bitwise. The 

circular key is equal to the block size. Any 

round key consists of the key timeline NB 

words. Each NB word is applied to a state 

column. The output of the transformations 

above is called 'state.' In each message block the 

state has the same length of bytes.                                                                                                               

The AES key is generated by using Scrypt with 

GCM mode. Scrypt is a computationally, 

intensive main derivative function that requires 

more time to measure. This functionality 

provides users with a high level of protection, 

making it difficult for intruders to break the 

original passwords. The minimum length of the 

alphanumeric password is 8 characters and is 

then entered as the input for a Scrypt Hash 

function. The result of the hash value is known 

as a 256-bit key (s-key) [10]. The block diagram 

of the Scrypt algorithm is shown in Figure 1. 

 

Table 1.  Rounds number according to key size 

 Rounds number Key size 

10 Rounds 128-bit 

12 Rounds 192-bit 

14 Rounds 256-bit 
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Figure 1. AES with Scrypt algorithms 

The key schedule is the same with AES 

decryption; the only steps that we need to do are 

the inverse operations of encryption, and the 

same add round key [11].            

4.2. RSA Algorithm 

RSA is an asymmetric algorithm for encryption. 

There are two keys, one to encrypt messages 

with an (all) public key and the other to decrypt 

them with a private key (secret, known to the 

user only). Encrypt a plaintext using a public 

key that can only be decrypted using a private 

key only. A public key can be accessed by all 

persons via the device communication mode and 

stored as a pke file. The private key is protected 

by saving it as a kez file and not transferred 

anywhere. The sender's public and private keys 

help the user prove the correctness of the data 

[12]. Three major steps of the RSA algorithm; 

Key generation, in addition to encryption and 

decryption. The largest key size is used in this 

work (4096 bit) supported by OAEP. OAEP 

algorithm is a pad bit generation. This algorithm 

is a popular algorithm used with RSA for secure 

encryption. The pad bits are created randomly to 

make it difficult for the attacker to handle either 

the plaintext or the pad bits [13]. The RSA 

algorithm flowchart, as shown in Figures 2(a) 

and 2(b).  

 

Figure 2(a). The RSA encryption algorithm flowchart 
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Figure 2(b). The RSA decryption algorithm flowchart 

4.3. Hybrid Algorithm 

In this paper, presents a hybrid encryption 

method to protect data transfer by two 

encryption techniques: AES algorithm used to 

encrypt the text files; asymmetric RSA 

algorithm used to encrypt AES key to ensure a 

safe transmission between client-client or client- 

server from verifying by other person, to make 

it more difficult to access by the attacker. In this 

algorithm, the original data enters the system, 

and the output is the encrypted data by AES key 

with encrypted AES key by RSA public key 

during one execution stage and not in separate 

stages. At the receiver, the decryption process is 

done. Decoding is the opposite of encoding 

processes, by which the original text is obtained. 

The block diagram of the hybrid algorithm, as 

shown in Figure 3. 

 

Figure 3. The block diagram of hybrid algorithm 

 

5. Experiments and Results 

A code of Python 3.8 has been written to 

implement the proposed cryptography algorithm 

with Windows 10 (64 bit) operating system. 

HARD 320 GB, RAM 4 GB DDR3, CPU 

Intel® coreTM i3-2310M are computer 

specifications. Using fourteen text files with 

different sizes (1.19 MB, 3.57 MB, 7.14 MB, 

10.7 MB, 17.8 MB, 21.4 MB, 25 MB, 28.5 MB, 

32.1 MB, 35.7 MB, 39.2 MB, 42.8 MB, 46.4 

MB and 50 MB) in this paper. Calculating the 

encryption and decryption time, and compared 

all the algorithms results. Several approaches 

have been defined as follows: 
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5.1.  Data security 

Three algorithms are used in this experiment to 

encrypt and decrypt the same text files. Results 

show that the best algorithm is the hybrid 

algorithm which provides the reliability and the 

highest security for the data sent when the RSA,  

AES and hybrid algorithms are compared, the 

encryption and decryption time differences 

evaluated in Figure 4. The encryption-

decryption schedule of the three is shown in 

Table 2 with different files size. Table 3 shows 

the total processing time in second. According 

to the results shown in the table 3, it is clear that 

the hybrid algorithm is better than the other 

algorithms (AES and RSA) after testing the 

three algorithms and calculating the time 

required to complete the processing on several 

text files of different sizes. 

 

 

 

 

 

 

 

 

 

 

 

 

 

The hybrid encryption algorithm provides the 

highest level of data security than other 

algorithms, and its speed is much faster than 

RSA and slightly slower than AES algorithms. 

 

 

 

 

 

Table 2.   Time taken for each algorithm in second 

 Hybrid 

decryption 

Hybrid 

encryption 

AES 

decryption 

AES 

encryption 

RSA 

decryption 

RSA 

encryption 

Files size 

(MB) 

0.51 0.025 0.03 0.015 0.60 0.04 1.19 

0.55 0.07 0.07 0.06 0.86 0.11 3.57 

0.65 0.15 0.17 0.14 1.31 0.21 7.14 

0.69 0.19 0.21 0.18 1.76 0.31 10.7 

0.81 0.32 0.32 0.31 2.68 0.49 17.8 

0.88 0.38 0.41 0.37 3.2 0.59 21.4 

0.97 0.46 0.49 0.45 3.73 0.70 25 

1.10 0.54 0.62 0.53 4.62 0.79 28.5 

1.15 0.61 0.67 0.601 4.73 0.91 32.1 

1.16 0.66 0.68 0.65 5.26 0.98 35.7 

1.24 0.71 0.76 0.71 5.76 1.07 39.2 

1.32 0.83 0.84 0.82 6.26 1.18 42.8 

1.52 0.93 1.04 0.92 7.04 1.28 46.4 

1.66 1.12 1.18 1.09 7.28 1.37 50 

 

 

 

 

Table 3. Total time for each algorithm in second     

 Hybrid total 

time 

AES total 

time 

RSA total 

time 

Files size 

(MB) 

(MB) 0.535 0.045 0.64 1.19 

0.62 0.13 0.97 3.57 

0.8 0.31 1.52 7.14 

0.88 0.39 2.07 10.7 

1.13 0.63 3.17 17.8 

1.26 0.78 3.79 21.4 

1.43 0.94 4.43 25 

1.64 1.15 5.41 28.5 

1.76 1.271 5.64 32.1 

1.82 1.33 6.24 35.7 

1.95 1.47 6.83 39.2 

2.15 1.66 7.44 42.8 

2.45 1.96 8.32 46.4 

2.78 2.27 8.65 50 
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5.2.  Throughput 

Throughput is described as the amount of data 

that passes via a network system. It is a result of 

dividing all data send in Mega Byte by the 

average time required to send all data in second.  

Throughput value in (MB/Sec) for each 

algorithm as shown in Table 4. Throughput 

analysis is shown in the Figure 5. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 4.  Throughput value of the algorithms 
 AES 

throughput 

Hybrid 

throughput 

RSA 

throughput 

353.54 239 77.73 

 

Figure 4. The encryption and decryption total time of the three algorithms 

 

Figure 5. Throughput value of the algorithms 
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6. Conclusion 

This work blends two kinds of encryption to 

take advantage of each one to create a hybrid 

algorithm with a high-security of data. AES is 

used to encrypt transmitted data. RSA is used to 

encrypt the AES key using public key. The 

encryption key and data are forwarding to the 

recipient, and the encrypted key is decrypted 

using the private key of RSA algorithm to get 

the AES key, and then the AES key used to 

decrypt the encrypted data to get the original 

text. 

According to the experiments that applied in 

this paper, the algorithm of the hybrid 

encryption can be used in software application, 

system design, and other fields that required to 

exchange data security, which can effectively 

protect the data, in addition to the performance 

and fast execution time, as the results showed 

that the hybrid encryption is 67.47% faster than 

the RSA algorithm and 32.39% slower than 

AES algorithm. 
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