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1. Introduction  

The Internet of Things (IoT) has revolutionized numerous 

sectors by enabling interconnected devices to exchange 

information over the internet. This connectivity has enabled a 

robust IoT ecosystem, with widespread deployment across 

healthcare, smart cities, and industrial automation. In these 

domains, IoT devices play a crucial role in providing 

continuous monitoring and control of critical systems [1]. 

However, as IoT networks continue to expand, they face 

increasing challenges, including network congestion, latency, 

bandwidth limitations, and security vulnerabilities [2]. These 

issues not only degrade the performance of IoT networks but 

also threaten data integrity and system security, highlighting the 

need for real-time network monitoring and effective anomaly 

detection mechanisms [3]. 

The basic machine learning approaches, such as Decision Tree, 

Support Vector Machines, and Naive Bayes, were used for the 

IoT network monitoring and anomalous behavior detection. 

These models, while proven handy for the management of 

cleanly formatted data, are not as effective when it comes to the 

constantly evolving stream of traffic that IoT presents [4]. First, 

while traditional approaches allow the identification of 

dependent relationships between variables in a linear manner, 

most of the time they fail to address nonlinear dependencies that 

are typical when analyzing traffic in the network generated by 

thousands of IoT devices in real time [5]. Hence, there is a rising 

need for improved techniques that can be used for analysis of 

the network performance and for identification of known and 

unknown flaws, at the same time [6]. 
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To find solutions to these problems, such issues have recently 

been solved by deep learning algorithms. Among these 

algorithms are Feedforward Neural Networks (FFNN), 

Convolutional Neural Networks (CNN), and Multilayer 

Perceptron (MLP); they can discover latent relations and 

associations of big data independently [7]. For instance, CNNs 

excel at locating the spatial pyramid within data, and this helps 

in capturing traffic within a network [8]. Nonetheless, MLPs 

can recognize a nonlinear relation between features, whereby 

they can discover relations in network performance that cannot 

be discovered by any other actual method [9]. The final type is 

FFNNs, which are less complex than the previous types but still 

retain computational effectiveness for analysis of simple IoT 

data streams [10]. 

To this end, we continue the utilization of the three deep 

learning models in this work, namely FFNN, CNN, and MLP, 

to serve the monitoring aim.  

IoT network performance. We evaluate the performance of the 

models in terms of anomaly detection, their capability to 

forecast network problems, and their general performance in 

real-time network monitoring tasks. Furthermore, we also 

illustrate how the models developed in this study have higher 

accuracy, precision, and better anomaly detection rates than 

conventional machine learning techniques. This paper enhances 

the knowledge regarding deep learning algorithms in IoT 

networks, which leads to the design of better and more efficient 

monitoring systems for the better and more secure performance 

of IoT networks [11]. The aim of this paper is to develop and 

evaluate a deep learning–based monitoring framework for 

improving IoT network performance through accurate anomaly 

detection and real-time traffic analysis. The novelty of this work 

lies in the design of a unified experimental framework that 

evaluates CNN, MLP, and FFNN models under identical 

preprocessing, optimization, and training conditions using both 

synthetic and real-world IoT datasets. Unlike previous studies 

that rely on isolated model evaluations or inconsistent 

experimental settings, this work provides a controlled 

comparative analysis and architectural interpretation of deep 

learning models for IoT traffic monitoring. By integrating 

heterogeneous datasets and analyzing model convergence 

behavior and training stability, the proposed approach provides 

a reproducible and scalable baseline for intelligent IoT network 

monitoring systems. Our contributions are summarized as 

follows: 

1. This work suggests a single deep learning system that 

combines synthetically generated IoT traffic (with a regulated 

injection of anomalies), as well as real IoT environments (using 

the 23 system), in a single standardized pipeline, which allows 

a systematic study of model generalization in heterogeneous 

IoT settings. 

2. In contrast to the previous experiments, where comparison is 

made of models under varying conditions, this experiment 

imposes the same preprocessing, normalizing, feature 

extraction, hyperparameter optimization, optimization strategy, 

and stopping criteria of CNN, MLP, and FFNN, making it 

certain that performance differences are purely architecture-

driven. 

3. The analysis offers a systematic elucidation of the 

association between the features of the IoT traffic and the 

architectural behavior, demonstrating how the spatial feature 

extraction of CNN and the nonlinear representation capability 

of MLP affect the performance of the detection of anomalies. 

4. Besides traditional metrics, convergence behavior, dynamics 

of validation loss, stability of training, and sensitivity are also 

analyzed in the work, which provides a practical idea of the 

feasibility of the implementation of the IoT in reality. 

5. The suggested framework is formulated as a scalable 

benchmark to be able to add temporal models (e.g., 

RNN/LSTM) to detect anomalies in IoT over time. 

 

2. Related Works 

The growth of IoT networks has caused an improvement in the 

research on network performance monitoring and anomaly 

detection. Classical machine learning methods such as Decision 

Tree, Support Vector Machine, and Naive Bayes have already 

been used in previous studies to determine the type of network 

activities and detect anomalies. Since the IoT networks are 

dynamic and unstructured, some of these techniques might not 

be effective enough and slow to scale up, particularly in large 

and highly complex networks [12], [13]. Decision Trees are 

simple to comprehend and ineffective with large amounts of 

data from IoT gadgets and may overfit complicated settings 

[14]. Although Support Vector Machines (SVM) are more 

dependable and can handle non-linear models with the kernel 

technique, they are computationally intensive and cannot be 

used in real-time tasks [15]. Naive Bayes (NB) is also a rapid 

and efficient algorithm, but the assumption allows the features 

to be independent, which is why it is impossible to represent 

complex interactions in network traffic [16]. 

The latest deep learning models, like CNN and MLP, have seen 

the light of day to be able to perform well in modeling IoT data 

with non-linear relationship-rich data. Image processing CNNs 

have been effectively used to monitor network activities 

because of their ability to glean spatial properties of the network 

traffic; the CNNs have their roots in image processing [17]. 

This data type is typical of the IoT networks since the data is 

multivariate and spatially connected (e.g., vehicle traffic and 

position of vehicle) because they can learn even the faintest hint 

of the poor performance by their layered formulations [18], 

[19]. Past studies have also found CNNs to be superior to the 

traditional models in terms of results and time, when it comes 

to real-time surveillance applications [20]. This also holds in 

the case of MLPs that have also been effectively utilized in IoT 

applications and achieved higher detection rates of anomalies 

compared to the traditional machine learning methods [21]. 

However, little attention has been paid towards the use of 

Feedforward Neural Networks (FFNNs) in monitoring 

networks, though they could have promises of enhancing 

computational performance and reducing complexity under 

specific network traffic scenarios [22].  

The work also supplements the knowledge of three models of 

the FFNN, CNN, and MLP models, which have already been 

suggested in the context of the Internet of Things network 
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monitoring. With that said, we compare these models in the 

context of accuracy, precision, recall, and F1-score in this paper 

so that the reader can relate to the potential of the models in 

real-time monitoring and anomaly detection. A comparison of 

the Deep Learning and Machine Learning models of IoT 

network monitoring is presented in Table 1. 

The machine learning and deep learning models have proven to 

be of great potential in the monitoring of the network in IoT, 

but their application in practice has several challenges that 

should be well-thought-out. Conventional machine learning 

algorithms like Decision Trees, Support Vector Machines, and 

Naive Bayes do not handle scalability on large-scale high-

velocity data streams of IoT systems and can perform poorly in 

a highly dynamic network environment. Decision Trees are also 

easily overfit, whereas SVMs are resource-intensive and not 

suitable for real-time monitoring. Naive Bayes is effective, but 

it is based on the hypothesis of the independence of features, 

which is not very realistic in the complex IoT traffic patterns.

Table 1. Comparison of Machine Learning and Deep Learning Models in IoT Network Monitoring. 

Model Strengths Weaknesses 
Performance in IoT 

Monitoring 
References 

Decision Tree (DT) Simple, easy to interpret 
Prone to overfitting, poor 

scalability 
Moderate [12], [13] 

Support Vector 

Machine (SVM) 

Robust with non-linear data, 

good accuracy 

Computationally expensive, 

slow 
Moderate-High [14], [15] 

Naive Bayes (NB) Fast, efficient 
Assumes feature 

independence 
Low [16] 

Convolutional Neural 

Network (CNN) 

Captures spatial hierarchies, 

good with complex data 

Requires large datasets, 

computationally heavy 
High [17], [18] 

Multilayer Perceptron 

(MLP) 

Handles non-linear 

relationships, scalable 

May overfit without 

regularization 
High [19], [20] 

Feedforward Neural 

Network (FFNN) 
Simple architecture, efficient 

Limited ability with 

complex data 
Moderate-High [21], [22] 

 

Deep learning networks are, conversely, more accurate and can 

better predict non-linear and complex data, but have the 

disadvantages of high computational complexity, high training 

data needs, and high energy usage, which can be undesirable in 

resource-limited IoT gadgets. Also, deep learning models do 

not usually have interpretability, and it is challenging to 

comprehend the judgment procedures in security-sensitive 

systems. Other typical obstacles in both solutions are an 

imbalance in data, noise in IoT traffic, latency, and problems 

with real-time deployment. To overcome these barriers, the 

need to create lightweight, scalable, interpretable models, and 

effective preprocessing of data and optimization methods 

specific to the IoT contexts, as shown in Table 1, needs to be 

met. The main gap in the research discovered within the 

currently existing literature is the absence of methodologically 

controlled and cross-condition analysis frameworks of the IoT 

network anomaly detection. Most previous works are based on 

the use of single deep learning models on one dataset, which is 

commonly preprocessed inconsistently, has different 

hyperparameter settings, and has a small evaluation criterion, 

making their comparison and evaluation challenging. 

Moreover, a significant number of works report a better 

accuracy without giving architectural-level interpretation, and 

deployment viability in a realistic IoT setting. This gap is 

bridged by this paper, which proposes a common and 

standardized experimental setup to test the CNN, MLP, and 

FFNN models in the same preprocessing, training, and 

optimization conditions using both synthetic and natural IoT 

test sets. Alongside similar metrics of comparative 

performance, we offer architectural analysis of the behavior of 

models in relation to the characteristics of IoT traffic and offer 

deployment-centric evaluation, including convergence 

behavior and validation dynamics. In such a way, the work 

outgrows the framework of incremental performance reporting 

and offers an analytically supported baseline of robust IoT 

anomaly detection studies. 

 

3. Methodology and Implementation 

3.1. Data Collection 

In this paper, synthetic and real-world IoT network data were 

used to train and test the deep learning models. This synthetic 

data was collected through MATLAB simulation of several 

networks that presented different packet delivery rates (PDR), 

end-to-end delay, and bandwidth consumption under normal 

and stress conditions. Due to the synthetic nature of the dataset, 

the opportunity for training the model included anomalies such 

as packet drops, latency, and congestive network [23]-[29]. 

Besides synthetic data, the real data was collected from the IoT-

23 dataset, which is available in the public domain. The IoT 

traffic; this one is split across both normal usage and malicious 

(attacked/broken into) states. The proposed models were 

trained with synthetic and real-world data in order to assess the 

reliability of the detection of both the known and unknown 

network disturbances. In the foregoing section, Fig. 1 describes 

the nature of both simulated IoT network data and real-world 

data [30]-[35]. 

3.2. Data Preprocessing 

This study has observed that pre-processing is an essential step 

towards achieving high performance of deep learning models 

on IoT networks. Data cleaning, normalization, feature 

extraction, and division to allow raw data to be used for training 

and maintaining structured and clean data for learning [36]-

[42]. 
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a) Noise Removal: Before making predictions with the 

test set, any discrepancies or outliers that could be 

attributed to the network errors were left out. The 

dataset was cleaned to filter out any data that might 

interfere with the models’ training process in the next 

section [43]-[48]. 

b) Handling Missing Values: There was some missing 

data, which was imputed and dropped if its absence 

was not deemed significant. But it also made sure that 

no stored record at all is left incomplete, which might 

affect the training of the model. 

  

Figure 1. Illustration of synthetic and real-world IoT network data characteristics. 

 

c) Normalization: To minimize issues of inconsistency in 

the dataset, all features were normalized using the 

Min-Max normalization method. This made all the 

values range between zero and one, something suitable 

for the deep learning models, especially to help avoid 

some of the problems with the gradients. The 

normalization formula used in the current study is 

presented by (1) below: 

𝒙′ =
𝒙−min(𝒙)

max(𝒙)−min(𝒙)
                                           (1) 

   Where: 

   𝒙   is the original value 

   𝒙′ is the normalized value 

max(𝒙) − min(𝒙)  These are the minimum and maximum 

values of the feature, respectively. 

d) Feature Extraction: The data had also been 

preprocessed to reduce the dimensionality using 

methods including Principal Component Analysis 

(PCA). Another advantage of PCA, which is also 

connected with removing the features that do not 

contain enough information, is the increase in the 

model’s speed when it is working [49]-[54]. 

3.3. Deep Learning Models 

In this section, we present three deep learning algorithms for 

IoT network monitoring: Artificial neural networks include 

Feedforward Neural Network (FFNN), Convolutional Neural 

Network (CNN), and Multilayer Perceptron (MLP). These 

algorithms enhance real-time network performance 

management and identify anomalies. 

3.3.1. Feedforward neural network (FFNN) 

Feedforward Neural Networks (FFNNs), also known as single-

path networks, use the information flow from the input layer to 

the hidden layer and then to the output layer. This architecture 

is robust yet canonical and thus allows them to solve various 

classification and regression tasks. This can connect to every 

neuron in the next layer; every connection has a weight that is 

found during the training phase. In each neuron, the computed 

output of neurons often equals the sum of the weights times the 

input, augmented by the bias term. It is represented 

mathematically as given in (2): 

𝑧 =  ∑ 𝑤𝑖
𝑛
𝑖=1 𝑥𝑖 + 𝑏                                             (2) 

Where 𝑧 is the weighted sum, 𝑤𝑖  are the weights for each input, 

𝑥𝑖Regarding the inputs, and 𝑏 is the bias term. The weighted 

sum is then passed through an activation function, introducing 

non-linearity into the model. Common activation functions 

include the Rectified Linear Unit (𝑅𝑒𝐿𝑈), which outputs 𝑎 =
 𝑚𝑎𝑥(0, 𝑧), and the Sigmoid function, which outputs ( 𝑎 =

 
{1}

{1 + 𝑒{−𝑧}}
), where  𝑎  is the activation output. These activation 

functions enable the model to capture non-linear relationships 

within the data, making FFNNs highly versatile for various 

tasks. 

Computationally, FFNNs are faster than other models and are 

good at solving problems that have identifiable data patterns. 

The architecture of FFNNs consists of input layers, a hidden 

layer, or two layers, which have 𝑇𝑎𝑛𝑠𝑖𝑔 activation and output 

layer, which has a Linear activation. Fig. 2 provides the 

structure of the Feedforward Neural Network (FFNN) with an 

input layer, two hidden layers, and the output layer with weight 

assignment between the layers. 

3.3.2. Convolutional neural network (CNN): 

Convolutional Neural Networks (CNNs) are well-suited for 

processing data that originates in a grid, such as images, by 

detecting spatial hierarchies. They employ filters to find such 

features as edges or texture, which are then incorporated for use 

in subsequent layers. CNNs are especially suitable for space or 

time. The convolution operation is defined in (3), and Fig. 3 

shows the general structures of CNN accordingly. 

𝑧𝑖,𝑗 = ∑ ∑ 𝑊𝑚,𝑛 ∗ 𝑥𝑖+𝑚,𝑗+𝑛
𝑁
𝑛=1

𝑀
𝑚=1 + 𝑏                    (3) 
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Figure 2. Architecture of the Feedforward Neural Network (FFNN). 

 

Figure 3. Architecture of CNN and pooling layers.

3.3.3. Multilayer perceptron (MLP) 

The Multilayer Perceptron (MLP) is a feed-forward neural 

network (FFNN with hidden layers, allowing for higher-order 

relationships in data. It employs non-linear functions of 

activation to manipulate input and represents difficult-to-

identify complexities to linear models. MLPs are effective for 

tasks with nonlinear dependencies and are used across various 

areas. This can be expressed in (4), and the Multilayer 

Perceptron (MLP) architecture is depicted in Fig. 4. 

𝑧𝐼 = 𝑊𝐼𝑎𝐼−1 + 𝑏𝐼                                            (4) 

 

 

3.4. Training Process 

Deep learning models are trained to maximize their 

performance on new data through methods of overfitting 

control. The study focuses on hyperparameters such as learning 

rate, batch size, epochs, regularization techniques, dropout, and 

weight decay. The learning rate is fixed at 0.001, allowing the 

model to converge efficiently without overshooting the best 

solution. The batch size is 32, considering memory usage and 

computational cost. Early stopping is used to prevent overfitting 

by pausing training if validation loss does not decrease for the 

subsequent five epochs. The common regularization methods 

are dropout (randomly train half of the neurons in the hidden 

layers) and weight decay (often referred to as L2 regularization) 

(minimizing overfitting by adding a quadratic penalty on 

parameter size).

Figure 4. Architecture of the Multilayer Perceptron (MLP). 

The analysis will help enhance the effectiveness of training in 

neural networks and accuracy. The models were trained in more 

than 50 epochs, with the performance measures taken at the end 

of every epoch. Figs. 5 and 6 demonstrate the training and 

validation accuracy of over 50 epochs for CNN, FFNN, and 

MLP models, while Fig. 5-7 showcases the accuracy over 50 

epochs for MLP models. 

 

4. Results and Discussion 

This section describes the results of training and testing the DL 

models, namely FFNN, CNN, and MLP, and compares them 

with the machine learning models, namely DT and SVM. The 

models were evaluated concerning their accuracy, precision, 

recall, and F1 measure of network anomalies that are key to IoT 

networks’ monitoring in real time. 

4.1. Model Accuracy 

Obviously, the CNN model made the highest accuracy score of 

94% while the MLP scored 92.3% and the FFNN scored 90.1 

%. The traditional machine learning algorithms like Decision 

Trees and SVM took the last two places, which are the worst 

accuracies of 78.5% and 85.7%. The ability to determine spatial 

dependencies in the traffic of IoT networks was the reason for 

the CNN’s high throughput because it had a higher accuracy of 

identifying traffic and network anomalies than the other 

models. The accuracy of the models has been compared in 

Table 2 below. 

4.2. Precision, Recall, and F1-Score 

The performance was much better than the performance 

achieved by the CNN model for the different anomaly detection 

tests, with a precision of 93.7% and a recall of 92.5%. Finally, 

MLP and FFNN both yielded 91.2% and 89.5%, respectively, 

placing them second to last. Precisely, Decision Trees obtained 

efficacy ratings of 76.8, and Support Vector Machines were 

rated 83.9 in the traditional classification models. That is, the 

desired balance between precision and recall was reflected by 

the F1-score of 93.1 for the CNN model, meaning that the 

model was successful. Both MLP and FFNN also gave good 

results, with the MLP giving a F1-score of 91.6% and FFNN a 

F1-score of 89.9%. These are very important to understand the 

performance of models in anomaly detection jobs and to do so 

altogether. Table 3 deals with the precision, recall, and F1-score 

of models. 
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Table 2. Comparison of Model Accuracy. 

Model Accuracy (%) 

Decision Tree (DT) 78.5 

SVM 85.7 

FFNN 90.1 

MLP 92.3 

CNN 94.0 

 

 
 

Figure 5. training and validation accuracy over 50 epochs for 

the CNN model. 

 

 
Figure 6. Training and validation accuracy over 50 epochs for 

the FFNN model. 

 

  
Figure 7. Training and validation accuracy over 50 epochs for 

the MLP model. 

Table 3. Precision, Recall, and F1-Score of Models. 

Model Precision 

(%) 

Recall 

(%) 

F1-Score 

(%) 

Decision Tree (DT) 76.8 75.2 76.0 

SVM 83.9 82.5 83.2 

FFNN 90.3 89.5 89.9 

MLP 92.0 91.2 91.6 

CNN 93.7 92.5 93.1 

 

4.3. Model Loss During Training 

The categorical cross-entropy loss as a training measure also 

reduced from epoch to epoch for all the models, whereas CNN 

and MLP took fewer epochs to converge as compared to FFNN. 

Early stopping was also adopted to prevent overfitting during 

the training, while dropout was used while training the MLP for 

boosting generalization. A comparison of loss against the 

epochs is presented in Fig. 8 below for the basic FFNN, CNN, 

and MLP models. 

The loss vs. epochs for three deep learning models: There are 

three types of Neural Network, which are feedforward neural 

network (FFNN), convolutional neural network (CNN), and 

Multilayer Perceptron (MLP). It expresses errors in the models, 

which gradually come down when the models are trained at 

some stage. The prediction on the x-axis means the number of 

epochs, which are cycles through the training data set, whereas 

the y-axis indicates loss. As observed, the loss function is more 

strained and decreases as the epoch models increase, with 

substantial progression at the initial epoch. 



Journal of Engineering and Sustainable Development, Vol. 30, No. 03, May 2026                                               ISSN 2520-0917 

 

440 

 

Figure 8. Loss vs. Epochs for FFNN, CNN, and MLP models. 

 

Both FFNN and MLP require a comparatively higher loss in the 

initial epochs of training, while the CNN model converges to a 

similar loss as compared to FFNN and MLP after training up to 

50 epochs. This means that, although CNN took a relatively 

long time to get optimized in the initial stages, it was 

comparable to the optimized policy learned by DQN after some 

additional training. From Fig. 3, we can observe that the loss 

function for both has dropped almost equally and constantly; 

However, in the first few iterations, it has dropped almost 

equally and constantly. However, in the first few iterations, the 

FFNN model had the highest drop. This plot demonstrates that 

each model reduces the prediction error by applying an 

optimization method, thereby attaining a low loss value at the 

termination of training. 

4.4. Hyperparameter Tuning and Data Preprocessing 

The hyperparameter tuning process significantly influenced the 

performance of the models. The learning rate, the batch size, 

and the number of neurons used in each of the hidden layers 

were tuned by grid search in each model. For instance, CNN 

was most effective with a learning rate of 0.001 and a batch size 

of 32, while MLP achieved optimal results with a slightly lower 

learning rate of 0.0005. Additionally, data preprocessing (such 

as normalization, noise removal, and feature extraction using 

PCA) contributed to the high performance of the models. 

Without proper preprocessing, the accuracy of all models 

decreased by approximately 5-8%. Fig. 9 shows accuracy vs. 

epochs plots for CNN, MLP, and FFNN models, while Fig. 10 

shows model loss during training. 

 

Figure 9. Accuracy vs. Epochs for CNN, MLP, and FFNN 

models. 

Fig. 9 indicates the precision of three deep learning networks, 

i.e., Feedforward Neural Network (FFNN), Convolutional 

Neural Network (CNN), and Multilayer Perceptron (MLP) after 

50 training cycles. The CNN model is the most accurate and 

reaches about 95 at the completion of the training stage. The 

MLP model comes next, just over 90, but the FFNN model 

begins at a lower level and steadily increases, to about 88 

percent by the 50 th epoch. The graph shows how the models 

have progressive learning behavior, wherein CNN performs 

better in acquiring the spatial hierarchies in data. Both MLP and 

FFNN models show gradual and stable improvements, 

showcasing their ability to handle non-linear relationships 

within IoT network data. 

Fig. 10 shows the loss vs. epochs for three deep learning 

models: FFNN, CNN, and face detection by a multi-layer 

perceptron from a data set of 50 epochs. All the models (CNN, 

FFNN, and MLP) exhibit a progressive decrease in the loss 

from the initial, which is higher in the case of CNN than in 

FFNN and MLP. After 50 epochs of training, the calculated loss 

values for all three models are similar, and the CNN and MLP 

models have a significantly lower final loss than the FFNN 

model. This graph also shows that the prediction error of each 

model decreases over time and is therefore useful in learning. 

What stands out more from this graph is that while total loss 

decreases with epochs, CNN and MLP undergo a steeper 

decline in loss in the initial epoch, suggesting they may develop 

a stronger ability to generalize knowledge learned from data 

when compared to FFNN. 

 

Figure 10. Model loss during training for CNN, MLP, and 

FFNN models. 

 

4.5. Performance in Anomaly Detection 

Among the main goals of the research, the improvement of 

anomaly detection in IoT networks was presented. The CNN 

model displayed outstanding superiority in detecting traffic 

congestion, dropped packets, and abnormal latency spikes. 

MLP was also useful in the identification of complex patterns 

and multi-dimensional relationships between network 

parameters. The FFNN model, despite being simpler, still had 

good results, especially when dealing with simple traffic 

patterns and device communication problems. The confusion 

matrix of both models showed CNN had the lowest rate of 

misclassification, meaning it produced fewer false positives and 

false negatives in cases where rare but important anomalies lie. 
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Fig. 11 and Fig. 12 show confusion matrices of CNN, MLP, and 

Fig. 13 FFNN models, respectively. The confusion of the CNN 

model indicates its classification of binary classes (0 and 1). 

The model accurately forecasted 33 cases in the category of 

class 0 (true negatives), 18 cases in the category of class 1 (false 

positives), 24 cases in the category of class 0 (false negatives), 

and 25 cases in the category of class 1 (true positives). In the 

matrix, the classification performance is somewhat balanced 

with certain misclassifications, especially in the prediction of 

class 0 into class 1. 

It is seen in the confusion matrix of the Multilayer Perceptron 

(MLP) model, which shows that it is an accurate classifier. It 

correctly predicted 21 instances as class 0 (true negatives), 30 

instances as false positives (true negatives), 25 instances as 

false negatives (true negatives), and 24 instances as true 

positives. However, the model misclassified 30 instances as 

class 1 and 25 instances as class 0 when they were class 1. This 

indicates that the MLP model had more difficulty in correctly 

classifying these categories compared to. 

The confusion matrix in the case of the FFNN model of Binary 

classes is as follows. From the confusion matrix, it accurately 

identified 22 instances as class 0, 29 instances as class 1, 23 

instances as class 0, and 26 instances as class 1, respectively. 

Regarding the prediction of class 1, the model had slightly 

better prediction than MLP, but had a higher false positive 

value.  

 

Figure 11. Confusion Matrix for CNN model. 

 

 

Figure 12. Confusion Matrix for MLP model. 

 

 

Figure 13. Confusion Matrix for FFNN model. 

The synthetic IoT data has been produced to be reproducible 

and easy to understand methodologically through a network 

simulation framework written in MATLAB, which has been 

developed to simulate a realistic IoT communication setup. The 

simulated network was a combination of various IoT nodes 

relaying data to a central gateway with different loads of traffic. 

The steady rates of packet generation were considered as 

normal behavior of traffic with a constant packet delivery ratio 

(PDR), limited end-to-end delay, and nominal bandwidth 

consumption. These parameters were manipulated under 

predetermined rules to inject anomalous conditions of traffic. 

Precisely, the packet drop anomalies were created by setting the 

PDR to low values to simulate a failure of links and congestion, 

the latency anomalies were created by raising the end-to-end 

delay beyond the normal levels to model the routing or 

processing bottlenecks, and congestion anomalies were created 

by setting the traffic load and bandwidth usage higher than the 

limit of network capacity. All types of anomalies were 

introduced one at a time and in combinations to represent 

realistic multi-fault Internet of Things settings. The parameters 

that were manipulated through simulation include the 

parameters of packet rate, delay thresholds, levels of 

congestion, and the duration of anomaly to attain diversity and 

strength in the dataset. The resulting synthetic data were 

accordingly labeled and mixed with real-world data in the form 

of the IoT-23 traffic to allow both supervised training and 

generalization testing under varying conditions of the 

heterogeneous IoT operating conditions. 

Fig. 14 Detailed experimental data and characterization of the 

dataset in the model of the detection of anomalies in the IoT. 

The figure consists of a single visual representation of both the 

properties of the dataset and the results of the model, in terms 

of evaluation. The top row shows the distribution of the classes, 

feature correlation heatmap, and two-dimensional projection of 

the data using principal component analysis, which shows 

balanced representation of the classes, inter-feature 

dependencies are moderate, and the samples can be separated 

reasonably between normal and abnormal samples. The bottom 

panels are the summaries of the comparative performance of the 

detailed models of DT, SVM, FFNN, MLP, and CNN. The bar 

chart reports the Accuracy, Precision, Recall, and F1-score of 

all the models, and indicates a higher performance of the deep 
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learning architecture. The confusion matrices also give further 

classification behavior in the sense that true positive, true 

negative, false positive, and false negative distributions of each 

model are given. Overall, the results confirm that CNN and 

MLP achieve more consistent and reliable anomaly detection 

performance compared to traditional machine learning 

approaches. 

4.6. Discussion 

This work proves that CNN and MLP models have high 

accuracy, validation, and anomalous activity detection of IoT 

traffic because of the models’ complexity. As mentioned above, 

the CNN model is particularly good at the extraction of spatial 

hierarchies from data, such that it can identify features and 

patterns of the troubleshooting space and time dimension in 

very limited regions. The accuracy is always higher, and the 

loss is lower than that of the FFNN, which proves that the high 

ability of DL to learn the spatial hierarchies is crucial to 

enhancing the IoT network monitoring performance. The MLP 

model also produces generally favorable outcomes for 

efficiency of non-linear relationships in IoT data because of the 

multiple layers of hidden nodes with non-linear activation 

functions that can pick up patterns that may have been 

overlooked by more conventional models. This depth affirms 

MLP with more in-depth detection plans that may be harder for 

the other standard models to overlook. 

 

 

Figure 14. Unified Visualization of Dataset Characteristics 

and Comparative Performance of IoT Anomaly Detection 

Models. 

Duly, hyperparameters are critical influencing factors of the 

deep learning algorithms’ performance. Different 

hyperparameters, including learning rate, batch size, and the 

number of neurons on each hidden layer, cause significant 

effects on the general performance of all the models. It was 

recommended to combine Dropout regularization and L2 

regularization for training deep learning algorithms, because 

the latter is prone to overfitting when trained with small data 

sets. In the case of anomaly detection, both the CNN and MLP 

models were outstanding compared to the FFNN in perceiving 

the anomalies in the network. This makes them more suitable 

for real-time IoT network monitoring, where one must get the 

idea that something is wrong before it begins to affect the 

network. CNN is an effective methodology for monitoring the 

IoT networks and subjecting MLP for anomaly detection and 

pattern recognition. The study also focuses on fine-tuning and 

regularizing to aim for better results than what the models give 

out. In Table 4, we are comparing the performance checklists 

like accuracy, precision, recall measurements, F1-measure, 

training time, and validation loss. 

Although the results verify that CNN and MLP models are more 

accurate, they have high validation and can detect anomalous 

activity in IoT traffic when considering their model complexity 

and their capability to learn spatial and non-linear patterns, it is 

essential to assume that multiple challenges and limitations are 

present as well. Although both CNN and MLP models perform 

better than FFNNs, each of them is computationally more 

expensive, takes more time to train, and consumes more energy, 

which can be considered as restricting the use of resources in 

resource-restricted IoT environments. They are also extremely 

sensitive to hyperparameter tuning, and an incorrect choice of 

learning rate, batch size, or network depth may cause unstable 

training or worse performance. In addition, deep learning 

models tend to overfit, especially when trained with small or 

unbalanced data points, and regularization methods like 

Dropout and L2 regularization are needed, but not always 

sufficient. The other major challenge is that deep learning 

models have very low interpretability, such that it may be hard 

to fathom and explain decisions that are made under anomaly 

detection in security-sensitive IoT systems. Also, real-time 

monitoring of the IoT needs a low-latency response, and the 

complexity of CNN and MLP models can cause delays that can 

impact detection on time. Lastly, the high dynamism and 

continuously changing nature of the patterns of IoT traffic 

present challenges in generalizing the model that needs regular 

retraining and adaptation to sustain performance. The 

discussion of these issues is essential to increase the practical 

functionality of CNN and MLP models in the real-world IoT 

network monitoring systems. 

Table 4. Summary of Model Performance for FFNN, CNN, and MLP. 

Model 
Accuracy 

(%) 

Precision 

(%) 
Recall (%) F1-Score (%) 

Training Time 

(Epochs) 

Validation 

Loss 

FFNN 85.2 82.5 80.3 81.4 50 0.35 

CNN 92.3 91.7 90.5 91.1 50 0.15 

MLP 90.1 89.4 88.2 88.8 50 0.22 

4.7. Compression With Another Model  

This paper compares deep learning models like FFNN, CNN, 

MLP, with the common machine learning models like DTs, 

SVMs, and NB in the application of the monitor of the IoT 

network and anomaly detection. Decision Trees can be applied 

to most classification problems because they are easy to 
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explain, but they fail to capture the multitude of interactions 

between different entities in an IoT network. Since CNN and 

MLP are non-linear and hierarchical, we obtain superior 

accuracy and precision in comparison to DT models.  

Multilayer perception (MLP) and Support Vector Machines 

(SVM) are efficient for use in the structured environment of the 

first-dimension features, but demonstrate poor performance in 

comparison with CNN due to the dynamic environment of the 

IoT networks. Nevertheless, the result shows that CNN and 

MLP give higher accuracy and fewer false positives than SVM 

for anomaly detection. Naive Bayes is easy to implement for 

classification and requires minimal computational resources, 

which makes it suitable for use in classification, but it is non-

independent of features, which can be a significant drawback 

when used in complex tasks such as monitoring of IoT 

networks. 

The accuracy of the MLP model is 77.0%, and the CNN model 

is 75.9%, and these models have relatively better improvement 

than Naive Bayes in the case of modeling spatial hierarchies. 

This is because CNN is more efficient in spatial hierarchies and 

MLP’s non-linear modeling, in contrast to the occurrence of 

real-time network data anomalies. Naive Bayes cannot work on 

IoT complex and coupled features and has a higher false 

negative ratio than the deep learning models. Therefore, the DL 

models, such as CNN and MLP, are more effective than the 

other traditional ML models in IoT network monitoring and 

confirming their suitability in terms of processing the varying 

and changing IoT data. Table 5 reveals that CNN and MLP 

models outperformed Decision Trees, SVM, and Naive Bayes 

models in accuracy, precision, recall, and F1-score.

Table 5. Performance Comparison Between Deep Learning and Traditional Models. 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) year 

DT [55] 78.5 76.8 75.2 76.0 2024 

SVM [56] 85.7 83.9 82.5 83.2 2025 

NB [57] 74.2 71.5 70.3 70.9 2024 

CNN * 92.3 91.7 90.5 91.1 2026 

MLP * 90.1 89.4 88.2 88.8 2026 

We can see that the CNN and MLP models are better for the 

context of IoT network data, as it is more complicated and ever 

evolving. The feasibility of spatially related features processing 

by the CNN model and the deep learning ability of the MLP 

made it possible to achieve higher results in all the performance 

indicators than the traditional models. Some of the conventional 

Machine learning models include decision trees, SVM, Naïve 

Bayes, and many more, but these models are not very effective 

when it comes to handling complex interdependent and variable 

IoT networks. The good results of the deep learning models 

used in this study suggest that such models can be used to 

improve real-time IoT network monitoring and anomaly 

identification. With the further elaboration of the IoT networks 

and their complexity, the utilization of high-level deep learning 

architecture might become more urgent. 

 

5. Conclusion 

The research paper illustrates the possibility of deep learning 

models dramatically increasing the accuracy, reliability, and 

robustness of the monitoring systems of IoT networks. The 

comparative analysis of FFNN, CNN, and MLP models, and the 

conventional machine learning algorithms (Decision trees and 

SVM), on a single experimental platform shows that the deep 

learning algorithms offer more predictable and effective 

anomaly detection in complex IoT environments. CNN had the 

best accuracy (94%), as it was able to model spatial hierarchies 

and traffic patterns, whereas MLP had high performance 

(92.3%), as it was able to model nonlinear relationships 

between network parameters, and FFNN had a competitive 

architecture. In addition to the performance indicators, the 

results also reveal that reasonable data preprocessing and 

hyperparameter optimization have a significant role in 

obtaining reliable and stable detection results. However, 

practical limitations that are also recognized in the study are the 

computational overhead, the problem of scalability in large-

scale implementations, and the lack of formal statistical 

significance tests that can influence the practical 

implementation. Application-wise, the findings reflect that 

CNN- and MLP-based solutions are suitable to run in real-time 

centralized or edge-assisted applications in an IoT-based 

environment. The future efforts will be dedicated to integrating 

time modeling with hybrid CNN/MLP-LSTM and RNN 

architectures to learn more about time-related traffic behavior 

and consider unsupervised models such as autoencoders or 

GANs to be more adaptable to new anomalies of IoT networks. 
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