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 Server security is the most important thing for administrators. The server has service access 

via port 22, which is the most crucial point to secure because illegal access to the system is 

common. To overcome this problem, a firewall is implemented to act as a barrier. However, 

firewall users themselves are still less effective because of how it works, which closes all 

access without caring about anyone connected to the network. To address these issues, the 

port-knocking method is used in server security. The technique works by opening and 

closing Port 22 blocks using a firewall that detects knock attempts on network devices. 

Tests were conducted using port scanning, a DDoS attack, and brute-force attacks to 

evaluate the port-knocking method's performance in securing the server. With many tests 

—30, 15, and 26 times—success percentages of 0%, 90%, and 100%, the port knocking 

method can secure the server against unauthorized access and overcome problems caused 

by firewalls. 
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1. Introduction  

A computer network usually consists of a server and a client. 

An administrator controls the server. One way is by running a 

remote server. The administrator who remotes a server must be 

the person authorized to access it [1]. However, some attackers 

deliberately gain access to the system, make changes, and 

damage the server. One way to improve a server's security is to 

use a firewall. But currently, it still has weaknesses. Firewalls 

cannot distinguish between trustworthy users. Firewalls can 

only distinguish IP addresses that they assume are used by 

untrusted people. So, solutions are sought to reduce existing 

weaknesses [2]. One of these methods is port-knocking. A 

security method that can close gaps and overcome firewall-

imposed access restrictions is Port knocking. Port knocking is a 

simple method that provides remote access without leaving port 

22 open, thereby protecting the server from port scanning, 

DDoS attacks, and brute-force attacks.[3] Port knocking works 

by closing the Port; only specific users can access it by 

knocking on the targeted Port first. Meanwhile, the firewall 

closes all ports without knowing which users have access rights 

[4]. Many organisations need more IT resources to implement 

remote strategies. After deploying workers and students outside 

the perimeter, managing device sprawl, patching, and securing 

hundreds of thousands of endpoints becomes more difficult. 

Hub-and-spoke architectures have connected remote users and 

branch offices to the corporate network for decades. Now that 

more employees work remotely and more applications run in 

the cloud, this antiquated approach complicates business 

operations. Regulations make remote work difficult by 

requiring the use of unapproved systems, devices, or people. 

The challenge is to secure users' access to those systems using 

VPNs or other network solutions. Researchers use the Port 

Knocking method to overcome attacks on ports in a computer 

network, a security system specifically designed for networks. 

Port knocking works by closing all existing ports; only specific 

users can access a specified port after knocking first. Therefore, 

a method that meets these conditions is needed to ensure 

security and reduce attacks on the server, allowing trusted users 

to access it even when the ports appear closed. One security 

method that meets these standards is Port Knocking. 

Server security is paramount for administrators. The server has 

service access via port 22, which is the critical point that must 
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be secured due to frequent unauthorised access to the system. 

To address this issue, a firewall is implemented as a barrier; 

however, its effectiveness is diminished by its operational 

method, which indiscriminately restricts all access, regardless 

of the individuals connected to the network. The technique 

operates by opening and closing Port 22 blocks via a firewall 

that identifies knock attempts on network devices. 

1.1. Network Security 

Network security is a preventive measure against attackers who 

attempt to access a computer network through unauthorized 

means. A system is used to protect the network from various 

external threats that can damage it [5]. We'll limit internet 

access to our SSH daemon, mainly via our eth0 interface. Our 

firewall will be temporarily changed to allow SSH connections 

from our PC once a predetermined order of ports has been 

accessed. This traffic will be permitted since a web server is 

assumed to use port 22 by default. After establishing our 

essential allowed connections, we can use our KNOCKING 

chain to carry out the knocking logic by rerouting any traffic 

not covered by the previously mentioned rules.  

1.2. Servers 

A server is a computer system that provides exceptional 

services. The data stored on the server is complex documents 

and information. The service aims to meet clients' needs and 

provide users with access to information. Servers have an 

essential role in sending and receiving information more 

quickly. A server is a large-scale computer network that 

accommodates components such as processors and large-

capacity RAM [6].  

1.3. SSH (Secure Shell) 

Secure shell protocol in a computer network that functions to 

help users exchange data, transfer data, and operate remote 

computers safely. SSH provides greater security than Telnet 

and FTP. SSH provides security in computer networks, 

especially against Man-in-the-Middle (MITM) attacks. SSH 

uses port 22 to connect to a computer network. [7]. 

1.4. Port knocking 

Port knocking is a critical concept for securing the services the 

server provides. Used to open access to specific ports that have 

been closed by the firewall by sending certain packets or 

connections in the form of TCP, UDP, or ICMP protocols. The 

host initiates the connection according to the knocking rules 

applied, so the firewall will automatically grant access to the 

blocked Port. Port knocking is a new technology that promises 

to secure remote services better. This technology can close all 

ports, including TCP ports, until the user authenticates using a 

port-knock sequence. All ports remain closed, making the 

server invisible to port scanners [8]. How port knocking works, 

which functions to secure by tapping first to be able to enter the 

secured server via port 22 (SSH), is as follows: 

1.4.1 Deflection of port 22 

Fig. 1 shows that the client cannot access port 22 because the 

firewall blocks it. Meanwhile, to access the server via port 22, 

the client must enter the knock format. 

 

Figure 1. Port block 22. 

1.4.2 Knocking 

In Fig. 2, the client process pings the server by simultaneously 

entering the knock sequence 70001, 80002, and 90003 over 3 

seconds. 

 

Figure 2. Knocking process. 

1.4.3 Beat output. 

In Fig. 3, the firewall output process blocks connections and 

interprets (deciphers and reads) passwords, resulting in 

authentic Port knocking. The firewall performs specific tasks 

based on the contents of the knocking Port, allowing and 

monitoring traffic based on the user's IP, and recording it in 

logs. 

 

Figure 3. Output process. 

1.4.4 Open port process. 

In Fig. 4, the process opens a remote port 22 on the server. 

 

Figure 4. Port 22 is open. 
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1.4.5 Port 22 is closed. 

In Fig. 5, the client process closes the Port by entering 90003 

80002 70001, so that all activities and the status of port 22 are 

closed. 

 

Figure 5. Port 22 Closed. 

Ports a+1000, b+1500, and c+2000 are destination ports for 

sending data packets and serve as knock ports. Destination ports 

to be opened and closed as shown in Table 1. So, the knock the 

user uses to open port 22 is 1000, 1500, and 2000. Meanwhile, 

to close the Port, use 2000, 1500, 1000. After completing the 

knock format, there is also a port-knocking mechanism. 

Krzywinski said the working pattern of the port-knocking 

method has the following stages: 

Table 1. Determination of Knock Format. 

𝐏𝐨𝐫𝐭 𝐊𝐧𝐨𝐜𝐤 Number Destination Port 

a+1000, b + 1500, c + 2000 𝐴𝑏𝑐 

 

1. The client connects to one of the server's ports, but the 

firewall blocks the connection. 

2. The client connects to the port sequence defined in the 

port daemon configuration file to the server computer 

by sending a SYN packet; during this phase, the client 

does not receive a response. 

3. The Daemon records the experiments that the client 

has carried out. 

4. The client disconnects with the Port and returns the 

SYN packet. The Daemon rewrites the firewall so it 

cannot reconnect to port 22 [9]. 

1.5. Virtual Private Servers (VPS) 

A virtual private server is a virtualization technology. A 

physical server is divided into several VPS so that it works like 

an independent server. VPS has Full Root access, including the 

operating system and settings for scripts, user accounts, the file 

system, and server resources such as CPU and RAM. VPS 

allows multiple operating systems to run simultaneously on a 

single physical server machine. This can be done without 

repartitioning and rebooting. The VPS provided will run the 

desired operating system. Users can create an operating system 

(Linux) as the operating system used on the server (host) and 

run other operating systems [9]. 

 

1.6. Firewalls 

A firewall is a vital network component for controlling network 

traffic. It aims to enable controlled connectivity between clients 

and servers, preventing unauthorised communication within the 

computer network. Hardware firewalls are used to limit 

network access. The access control mechanisms offered by 

firewalls depend on a set of rules that administrators define and 

then apply to every packet that flows through the firewall [10]. 

1.7. Putty 

Putty is an SSH and Telnet client developed by Simon Tatham 

for the open-source Windows platform that implements the 

SSH, Telnet, and Rlogin network protocols. The protocol can 

run remote sessions on a computer over a long-distance network 

[11]. 

1.8. Port Scanning 

Port scanning is a hacker's activity that determines whether a 

target host is active on a network. The scanning results include 

IP addresses, operating systems, services, and running 

applications. This information helps determine the method to 

attack the system [12]. 

1.9. DDOS Attacks 

A DDoS attack targets a victim by exploiting a weakness in the 

victim's system. The primary targets of DDoS attacks are 

resources such as bandwidth, CPU, and network capacity [13]. 

1.10. Brute force 

A brute-force attack is a method of breaking a secret code by 

trying all possible keys. Crackers use this method to obtain 

accounts illegally. Apart from the time required to look, the 

time needed to find the correct password cannot be determined 

[14]. 

1.11. Unified modelling language (UML) 

The Unified Modeling Language is a collection of modelling 

conventions used to describe a software system in terms of 

objects. UML is used as a design tool and is often adopted by 

users because it is not affected by software, hardware, operating 

systems, networks, databases, or programming languages [15]. 

1.12. Website-Based Applications 

1.12.1. Hypertext markup language (HTML) 

Hypertext Markup Language (HTML) is a language used to 

write web pages. Designed without depending on a specific 

platform. The main characteristics of HTML documents are the 

presence of tags and elements [16], [17]. 

1.13 Objective of the Study 

Given the advantages of Port knocking over firewalls, the 

research will implement security measures on virtual VPS 

servers and use a web-based system monitoring system. 

 

2 Literature Review 

To support this research, the author draws on literature related 

to the study's title and topic. The research was carried out under 
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the title "Network Security Applications Using the Port 

Knocking Method". The results show that the port-knocking 

method can determine which ports the client can access or not 

[18]. The subsequent related research focuses on implementing 

port knocking, which can overcome authentication problems 

and brute-force attacks [19]. Other research results show that 

the port-knocking method successfully secures the router from 

unauthorized access [20]. Given the advantages of Port 

knocking over firewalls, the research will implement security 

measures on virtual VPS servers and use a web-based system 

monitoring system. Based on research conducted by Christian 

[21], they designed the configuration of user access rights on 

the Port using Microtek Router. They tested security using the 

Port Knocking method and the Tarpit Firewall action. The Port 

knocking method is a technique that temporarily closes access 

to the Port. Port knocking on this Microtek Router can be 

accessed via Winbox and the web service provided by 

MikroTik in Winbox Webfig. However, there are other 

methods besides accessing the Winbox Port: SSH and HTTP 

Ports, since Winbox can also be accessed via SSH and via web 

services. Marzuki's [22] research primarily focuses on network 

security systems against attacks that can disrupt or damage 

networks. The case study involves an SSH network running on 

Port 22 because SSH services are generally the primary targets 

of attackers. The security method used in this study is Port 

knocking. Based on the research results, the designed system 

can enhance network authentication security by keeping the 

Port closed to the public. The port-knocking method is effective 

at increasing network security because clients must provide a 

"knock" to a specific port to access the SSH service. 

 

3. Research Methods 

The research method outlines the implementation steps to make 

it easier for researchers to conduct research in a structured 

manner. The study's structure is shown in Fig. 6. 

3.1. Data Collection Methods 

The data collection method involves collecting data to support 

research through observation. The observation method is a data 

collection technique that uses direct observation; for example, 

in this research, observation is through client log records, 

enabling the researcher to obtain data from them. 

3.2. Needs Analysis 

Process analysis needs information about the software and 

hardware relevant to the research. This research analyses needs 

by looking for what will be needed in the system design. For 

example, the testing section requires a port-scanning tool or 

application to test the Port that targets attacks on the server. 

3.3. System Design 

System design is the process from start to finish that results in 

a system. This system will be used as a research object to 

conduct defense and tests to obtain data. 

 

Figure 6. Research Structure Diagram. 

3.4. Implementation 

Implementation is the stage of fulfilling all requirements to 

build a system. Implementation starts by installing iptables, 

which filter network traffic; blocking the SSH port as the 

server's primary service; installing knock; connecting the server 

to the database; and displaying activity from the intruder's IP in 

the Monitoring application. 

3.5. Testing 

Testing is a stage carried out by researchers in which they knock 

the system. The system records the "knock" activity and uses it 

as data for research on the success or failure of the "knock" 

within the system. Testing was also conducted using several 

attacks, including port scanning, DDoS, and brute-force. The 

port-scanning test is performed by scanning the target IP 

address. 

 

4. Proposed Design 

A system description is an overall explanation of the system. 

The system will generally be built to test a port-knocking 

method for server security. 
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4.1. System Architecture Design 

System design is carried out to determine the flow of system 

creation in more detail. The research uses Ubuntu 16.04 LTS 

(HVM) as the server operating system; the client uses 

Windows, which is simulated as an attack. The design is carried 

out as in Fig. 7. 

 

Figure 7. Design of the entire system. 

Fig.7. depicts the step-by-step flow design with a server as the 

primary research topic. 

4.2. Software Design 

Software design is carried out for system requirements. Apart 

from using hardware architectural design, software sessions 

also carry out the design. In software design, it connects 

applications, servers, and databases. The application functions 

as a place to monitor activity from clients who have "knocked" 

the system. The server functions as a system protected against 

unauthorized access by intruders or by users without the 

admin's permission or knowledge. The database is a storage 

place for log data generated by system access. 

The following is an explanation of the flow chart in Fig. 8 

1. Before knocking, the client gathers information about the 

target system by scanning it with Nmap. Intending to get 

information, including whether port 22 is open or closed. 

If the Port is open, the client can access the system 

 directly.  

2. Port 22 is closed; the client can access the system by 

entering the installed knock rules. If it is appropriate, port 

22 is opened, and the client can access the system. If it is 

not suitable, the client must knock again to enter. 

3. Client logs are stored in the database and displayed in the 

Monitoring application. 

 

Figure 8. Software Designer. 

 

4.3. Database Design 

The database is a storage place for research-supporting data that 

will be included in the system. Database research using 

MYSQL. The following is the database design for the system. 

1. Administrator Login as Table 2 

Table 2. Admin Login. 

S.No. Name Type long Existence 

1 𝐼𝑑_𝑎𝑑𝑚𝑖𝑛 TINYINT 2 Primary  

2 𝑢𝑠𝑒𝑟𝑛𝑎𝑚𝑒 VARCHAR 15   

3 𝑝𝑎𝑠𝑠𝑤𝑜𝑟𝑑 VARCHAR 15   

4 𝑁𝑎𝑚𝑒_𝐴𝑑𝑚𝑖𝑛 VARCHAR 30   

 

2. Activity as Table 3. 

Table 3. Activities. 

S.No Name Type long Existence 

1 activity_ID 𝑖𝑛𝑡 3 Auto_increment 

2 IP VARCHAR 30   

3 data Date Time 0   

4 SSH status TINYINT 2   

5 Knock status VARCHAR 0   

6 Time out Data time 0   
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4.4. System Test Design 

The system test design aims to ensure that every test runs 

successfully. The test design included 

𝑝𝑜𝑟𝑡 𝑠𝑐𝑎𝑛𝑛𝑖𝑛𝑔, 𝐷𝐷𝑜𝑆 𝑎𝑡𝑡𝑎𝑐𝑘s, and 𝑏𝑟𝑢𝑡𝑒 − 𝑓𝑜𝑟𝑐𝑒 attacks. 

4.4.1. Port scanning attack plan 

𝑃𝑜𝑟𝑡 − 𝑠𝑐𝑎𝑛𝑛𝑖𝑛𝑔 𝑎𝑡𝑡𝑎𝑐𝑘 on the LANattack LAN to gather 

information about the target server. The attack process will be 

carried out by scanning ports using the 𝑛𝑚𝑎𝑝 application 

installed on the computer, which will act as a client and serve 

as the attacker. Performing client testing runs the following 

command. 

"𝑁𝑚𝑎𝑝 149.28.137.100" 

The command above is a script run to scan the target IP. 

4.4.2. DDOS attack test design 

DDoS attack testing is carried out by sending large numbers of 

packets. Testing DDoS attacks on servers causes data traffic to 

become congested. Testing was carried out by sending a ping. 

94.237.73.226 − 𝑡 − 𝑙 6500. Sending pings to the target IP 

continuously [23]. 

 4.4.3. Brute force test design 

Brute-force testing is designed to understand better the steps 

involved in implementing the test. Brute-force testing is 

conducted to find SSH keys embedded in the system, enabling 

attackers to access it after successfully obtaining the key [24].  

 

5. Test Results and Discussion 

The main goal of this research is to develop solutions to 

problems and to design network security systems. This 

experiment involves three steps: network security design, 

daemon configuration using port knocking, and server 

computer by sending a SYN packet, and initial and final testing. 

5.1. Port Knocking Implementation 

5.1.1. IP tables 

Iptables aims to make it easier for the system to process data on 

packages connected to the system. 

Fig. 9 shows the scripts that function in this research, such as -

A helps add rules to tables on the firewall, INPUT is used to 

manage incoming connections, -m helps manage incoming 

traffic, --ctstate ESTABLISHED, RELATED is used to 

determine connections, and -j ACCEPT is used to filter traffic. 

 

Figure 9. Configuration of the iptables − persistent package. 

In Fig. 10, you can see the command to block port 22 using -p 

tcp, which targets TCP traffic, and -D port 22 to mark it as a 

blocked port. 

 

Figure 10. Block Port 22 Command. 

Fig. 11 shows port 22 in a closed state. 

 

Figure 11. Port 22 is closed. 

5.1.2. Port Knocking 

At this stage, install Port Knocking on the server. 𝐾𝑛𝑜𝑐𝑘 on the 

Linux operating system. 

Fig. 12 is a script for installation. Knockd, using apt-get, which 

functions to install, delete, and update on the Linux OS 

Figure 12. Install knock. 

In Fig. 13, you can see the program run to access the knock 

activity storage directory on the system. 

Figure 13. Log file. 

File: There are three main parts to the file 𝑘𝑛𝑜𝑐𝑘𝑑. 𝐶𝑜𝑛𝑓 as Fig. 

14. The first section is the options section, which shows the log 

file's location so that all knock activity can be seen. The second 

part configures the destination port, and the third part closes it 

again. 

 

Figure 14. 𝐾𝑛𝑜𝑐𝑘𝑑. 𝑐𝑜𝑛𝑓. 

In Fig. 15, 1 indicates it is starting, and 0 indicates a sudden 

knock that neither starts nor stops. Fig. 16 explains the active 

knock status. 

 

Figure 15. Start to knock. 
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Figure 16. Active knock status 

 

5.2. Implementation of Monitoring Applications 

5.2.1. Database implementation 

Database implementation aims to assess the success of the 

previously created database design. 

User Table: User table to store data from users who access the 

monitoring application. 

In Fig. 17, the data is stored in the user database—data of a user 

who can log in to access the monitoring application. To access 

the monitoring application, you must use data stored in the 

database. 

Log table: The log table stores information about intruders who 

"knock" the server, as shown in Fig. 18. 

5.2.2. Implementation of the Monitoring Application 

Implementing the monitoring application enables monitoring 

intruder activity on the server. The monitoring application is 

implemented to assess the success of the previous design. 

In Fig. 19, you can see the initial display; in the top-right corner, 

you can see the words "login" to access the monitoring 

application. 

In Fig. 20, you can see the display entering the username and 

password as a requirement for the user to enter the application.  

The dashboard displays several components, including an 

activity information table, a graph of the knock status activity, 

and a count of clients scanning the IP server. 

In Fig. 21, you can see the action table for the attacker, shown 

in Fig. 16. The table shows the intruder's source, the "knock" 

time sequence, and whether they succeeded in accessing the 

system via the SSH port. The data recorded in the 𝑘𝑛𝑜𝑐𝑘𝑑 

folder shows IP activity that has carried out multiple knock 

attempts on the system. 

 

Figure 17. User table. 

 

Figure 18. Log Table. 

 

Figure 19. Application front page. 

 

Figure 20. Login Page Display. 

5.3. Effectiveness of the Port Knocking System 

5.3.1. Port Knocking Test 

Knock testing is performed to verify that Port knocking on the 

server is implemented successfully. 
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In Fig. 22, you can see the success of the client access by 

inputting. 90003 80002 7000, The client successfully 

accessed the server that had implemented the port-knocking 

method. 

 

Figure 21. Attack Table. 

 

Figure 22. Access Success. 

As shown in Fig. 23, the client connects to the server in the 

wrong order, so the client does not connect to the host IP address 

and 𝑝𝑜𝑟𝑡 22 (SSH port) appears to be closed. 

 

Figure 23. Unsuccessful in accessing the server. 

5.3.2. Port Scanning Testing 

Port scanning is used to gather information about the server, 

such as whether a destination port is open or closed. At the port 

scanning stage, we use the NMAP (Network Mapper) tool on 

the server to scan the IP address to check the status of port 22. 

Testing is carried out during Port knocking before and after 

implementation on the server. 

As shown in Fig. 24, port 22 on the server is open. This makes 

it easier for intruders to gain access to the server. 

 

Figure 24. open Port. 

In Fig. 25, it can be seen that. Port 22, a focal point for research 

in a closed state, makes it challenging for intruders to access the 

server. 

Table 4 shows the results of a port-scanning attack aimed at 

finding information on port 22. After 15 tests, the results 

indicate that port 22 is closed. 

 

Figure 25. Closed Port. 

In Fig. 26, the results of the DDoS attack test are shown. Testing 

is done by pinging the server's IP address from CMD on 

Windows. 

5.3.3. DDoS Attack Testing  

DDoS attack testing will be conducted to verify the server's 

security after implementing the port-knocking method. 
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Figure 26. DDOS Attack. 

Table 5 presents results from DDOS attack testing on servers 

that have implemented the port-knocking method. This data 

shows that using Port knocking minimizes the server's exposure 

to DDoS attacks. 

5.3.4. Brute force testing 

Brute-force testing was conducted in this research to identify 

the key to port 22 on the server. Testing was carried out using 

the Hydra tool. The system is tested by inputting one of the 

scripts (Fig. 27). 

The brute-force test is unsuccessful; the information shown in 

Fig. 27 indicates that it cannot connect to port 22. 

From Table 6, you can see the brute-force test results on the 

system. The results show that access to the system is closed. 

The attack to find the password on port 22 was unsuccessful 

because of the port-knocking method implemented on the 

server.

Table 4. Port Knocking. 

        Port 22 Scan results 

S.No Source IP Destination IP Time Closed Open 

1 114.5.11.162  149.28.137.100 3.48.00    

2 209.17.96.154 149.28.137.100 3.49.00    

3 80.82.65.74 149.28.137.100 7.56.00    

4 193.93.62.61 149.28.137.100 8.03.00    

5 124.156.240.79 149.28.137.100 9.19.00    

6 88.202.190.139 149.28.137.100 10.33.00    

7 193.93.62.61 149.28.137.100 12.09.00    

8 129.227.129.18 149.28.137.100 13.33.00    

9 45.129.33.39 149.28.137.100 13.52.00    

10 83.97.20.35 149.28.137.100 14.13.00    

11 45.129.33.59 149.28.137.100 15.18.00    

12 193.93.62.61 149.28.137.100 16.20.00    

13 192.241.239.94 149.28.137.100 17.40.00    

14 78.128.113.42 149.28.137.100 18.13.00    

15 94.102.51.95 149.28.137.100 19.20.00    
 

 

Table 5. DDos Attacks. 

      
Server Status using the port-

knocking method 

S.No Source IP number Destination IP number Succeed  Failure 

1 10.45.2.106 94.237.73.226    
2 10.100.13.8 94.237.73.226    
3 10.45.10.64 94.237.73.226    
4 10.45.10.584 94.237.73.226    
5 10.45.10.203 94.237.73.226    
6 114.5.245.162 94.237.73.226    
7 80.82.65.17 94.237.73.226    
8 45.163.62.14 94.237.73.226    
9 83.62.20.59 94.237.73.226    
10 209.17.96.154 94.237.73.226    
11 193.63.256.31 94.237.73.226    
12 45.36.21.52.3 94.237.73.226    
13 94.62.354.12 94.237.73.226    
14 88.202.190.39 94.237.73.226    
15 192.168.32.33 94.237.73.226    
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16 192.168.100.33 94.237.73.226    

17 192.168.100.11 94.237.73.226    

18 10.45.5.129 94.237.73.226    
19 10.45.10.65 94.237.73.226    
20 10.45.5.37 94.237.73.226    
21 10.45.6.112 94.237.73.226    
22 10.45.6.36 94.237.73.226    
23 10.45.10.203 94.237.73.226    
24 10.45.5.74 94.237.73.226    
25 10.45.5.37 94.237.73.226    
26 10.45.5.92 94.237.73.226    
27 10.45.5.129 94.237.73.226    
28 10.45.5.29 94.237.73.226    

 

Table 6. Brute Force Attacks 

S.No. Brute Force Attacks Objective Date Time  Status 

1 Testing 1 Port 22 19-11-2023 5.26 Access Denied 

2 Testing 2 Port 22 19-11-2023 6.25 Access Denied 

3 Testing 3 Port 22 19-11-2023 7.28 Access Denied 

4 Testing 4 Port 22 19-11-2023 8.36 Access Denied 

5 Testing 5 Port 22 19-11-2023 9.31 Access Denied 

6 Testing 6 Port 22 19-11-2023 9.26 Access Denied 

7 Testing 7 Port 22 19-11-2023 10.25 Access Denied 

8 Testing 8 Port 22 19-11-2023 11.28 Access Denied 

9 Testing 9 Port 22 19-11-2023 12.36 Access Denied 

10 Testing 10 Port 22 19-11-2023 13.26 Access Denied 

11 Testing 11 Port 22 19-11-2023 14.38 Access Denied 

12 Testing 12 Port 22 19-11-2023 15.25 Access Denied 

13 Testing 13 Port 22 19-11-2023 16.28 Access Denied 

14 Testing 14 Port 22 20-11-2023 8.36 Access Denied 

15 Testing 15 Port 22 20-11-2023 9.46 Access Denied 

16 Testing 16 Port 22 20-11-2023 10.26 Access Denied 

17 Testing 17 Port 22 20-11-2023 11.25 Access Denied 

18 Testing 18 Port 22 20-11-2023 12.28 Access Denied 

19 Testing 19 Port 22 20-11-2023 13.36 Access Denied 

20 Testing 20 Port 22 20-11-2023 14.39 Access Denied 

21 Testing 21 Port 22 20-11-2023 15.26 Access Denied 

22 Testing 22 Port 22 20-11-2023 17.25 Access Denied 

23 Testing 23 Port 22 20-11-2023 19.28 Access Denied 

24 Testing 24 Port 22 20-11-2023 20.36 Access Denied 

25 Testing 25 Port 22 20-11-2023 21.79 Access Denied 

26 Testing 26 Port 22 20-11-2023 22.26 Access Denied 

 

Figure 27. Brute Force Testing. 

5.4. Discussion 

Based on the literature survey [24]-[27], very few works are 

available on the security of Ubuntu Virtual Servers. Most works 

are based on Windows and Linux operating systems [18]. 

However, the current research applies to the Ubuntu operating 

system. Idhom et al. [18] worked on network Security 

Applications Using the Port Knocking Method with Telnet, 

SSH, port 80, Nmap, PuTTY, Chrome, and Hydra software. The 

research aims to secure data on the server from unauthorized 

intruders. Based on the research conducted by Mulyanto et al. 

[24], improving network security can help administrators 

secure Microtek Router boards on computer networks in six 

stages. The current research follows a three-step process, 

achieving high accuracy in network security results, making it 

superior to previous works [18], [24]. The success rate of the 

current work using port 22 is 100%, compared with other works 

[24]-[26]. This research case centers on a firewall deficiency 

that needs to be more flexible to block Port 22. When it is 
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necessary to communicate between client servers in a computer 

network, the firewall blocks it because it believes the client is 

not in a permitted location, even though the communication is 

essential. Necessary for smooth work. During implementation, 

Port knocking is supported by the Ubuntu LTS 16.04 operating 

system (OS), which also serves as the server OS. In this 

research, the virtual private server (VPS) is used as a system 

that will be secured using the port-knocking method. 

To see the defence against the Port Knocking method for 

securing servers from intruders, several attacks include 

knocking the system, port scanning, DDoS attacks, and brute-

force attacks. Knock testing on the system is performed to 

assess the success of implementing the method, and the results 

indicate that the process has been successfully implemented. 

This can be proven by accessing the server, which must be 

knocked first. Otherwise, the host port 22 is in a closed status. 

Port scanning is used to gather information about the target by 

scanning its IP address. The results of the tests showed that port 

22 was closed; across 15 tests, it was 100% closed. This test can 

also verify the successful implementation of the port-knocking 

method on the server. 

 

6. Conclusions   

Based on research results, the port-knocking method secured 

the server with an open port gap network service by blocking 

port 22 and knocking the server to open the SSH port (22) 

whenever the service was needed. During the port scanning 

attack, the SSH port (22) was found to be closed, and port 

knocking was implemented on the system. Based on research 

results, Port knocking has successfully overcome the problem 

of port blocking caused by firewalls. Based on test results, port 

scanning, DDoS attacks, and brute-force port-knocking 

methods can be used to secure the server. 

Based on the test results, suggestions for further research 

include adding other features to the system to increase security. 

Because methods that rely solely on knocks have weaknesses, 

the server cannot be accessed when the port-knocking Daemon 

dies. 
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