Journal of Engineering and Sustainable Development

Vol. 30, No. 01, January 2026

https://jeasd.uomustansiriyah.edu.ig/index.php/jeasd

ISSN 2520-0917
Research Article
https://doi.org/10.31272/jeasd.2049

JEASL:

Correlation Receiver to Mitigate Sweep Jammer in
Differential Chaos Shift Keying Communication System

Taha Ali Nuhad™ =", Fadhil Sahib Hasan

Electrical Engineering Department, College of Engineering, Mustansiriyah University, Baghdad, Iraq

“Email: tahalzzw@uomustansiriyah.edu.ig

Article Info Abstract
Recglved 28/12/2023 In this paper, a frequency-hopping orthogonal frequency-division multiplexing (FH-
Revised  22/12/2025 OFDM)- based differential chaos shift keying (FH-OFDM-DCSK) system under the effect

Accepted 23/12/2025

of a sweep jammer is proposed. The wavelet packet jammer estimation algorithm (WPJE)
is employed to enhance system performance by estimating jamming signals and mitigating
them. Different wavelet filters and different filter lengths are considered. The threshold
value was estimated using the threshold equation to produce an educated estimate of the
jammer signal. As a result, we made an estimate as accurate as possible. The simulation
results show that the proposed receiver substantially outperforms the standard receiver in
system performance. In contrast, the BER performance difference between the presented
system and the system without a jammer was 3 dB. The proposed receiver 5 end superscript
with the parameters Eb/NO = 20 dB, JSR = 5 dB, and beta = 100. The best outcomes were
achieved by employing Daubechies of length 24 (db12).

Keywords: Differential chaos shift keying, Frequency hopping, Orthogonal frequency division multiplexing, Sweep jammer,

Wavelet packet jammer estimation.

1. Introduction

Chaotic communication (CC) is introduced as a traditional
spread-spectrum system that uses pseudo-random noise (PN)
sequences with low cross-correlation and low security. There
are two types of chaotic systems: coherent and non-coherent.
Due to their apparent ease of study, non-coherent chaotic
systems have received much attention [1]. The differential
chaotic shift keying (DCSK) system is the best researched and
basic example of non-coherent chaotic systems.

The DCSK system has been studied extensively, but it has
several limitations, including a low data rate, high power
consumption, and high complexity. These limitations have
prompted the proposal of various cutting-edge solutions.
Several systems have been proposed to lessen these issues.
Several variants of the DCSK scheme are proposed to increase
its data rate and spectrum efficiency, including high-efficiency
DCSK (HE-DCSK) [2], improved DCSK (I-DCSK) [3], and
short reference DCSK (SR-DCSK) [4]. A reference-modulated
DCSK (RM-DCSK) system is also introduced by Yang and
Jiang [5] to enhance transmission reliability and simplify the
DCSK scheme. In addition, Kaddoum and Soujeri [6]presented
a noise-reduction DCSK (NR-DCSK) technique to reduce the
noise variance of the received signal and, by extension, improve
the system's performance. To solve the problem of RF delay in
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DCSK systems, Xu et al. [7] introduced a technique known as
code-shifted differential chaos shift keying (CS-DCSK). A
multicarrier DCSK (MC-DCSK) method for enabling multi-
carrier transmission was proposed by Kaddoum et al. [8].To
reduce system complexity in multi-carrier DCSK systems,
Zhao and Wu [9] proposed an OFDM-DCSK system.
Compared with [8], this approach reduces complexity and
increases bandwidth efficiency by using IFFT and FFT at both
the transmitter and the receiver. Hussien and Abdullah [10], and
Hasan and Valenzuela [11] combined OFDM with sort
reference quadrature chaos shift keying (SR-QCSK) and
orthogonal chaotic vector shift keying (OCVSK), respectively.
However, the security of the OFDM system is compromised
because the chaotic carrier is transmitted on a fixed subcarrier.
It's possible that an eavesdropper could utilize this vulnerability
to read the transmitted data. A frequency hopping sequence can
be used to increase the safety of an OFDM system by randomly
assigning chaotic reference chips to different subcarriers. This
is an FH-OFDM-DCSK [12] system.

The ability to withstand jamming is crucial for general
communication systems, particularly chaotic systems. These
tests were performed to determine the robustness of chaos-
based communication systems against signal interference. Lau
et al. [13] measured the efficiency of chaotic shift keying CSK
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and differential code shift keying (DCSK while a single-tone
jammer was present. CSK and DCSK were studied for their
susceptibility to interference from a part-time jammer [14],
[15]. Van Nguyen et al. [16] examined the performance of NR-
DCSK in the presence of multiple jammers. Blanking
nonlinearity in the receiver has been discussed by Vuong et al.
[17] and Juwono et al. [18] to mitigate the impact of pulse
jamming on DCSK systems and power line communications,
respectively.

In this research, the FH-OFDM-DCSK system under the effect
of a sweep jammer is investigated, and its reduction is achieved
using wavelet packet jammer estimation (WPJE). The WPJE
technique provides a precise time-frequency representation of a
signal, enabling better analysis and mitigation of jamming
signals.

The remainder of this research is divided into the following
sections. FH-OFDM-DCSK for transmitter and receiver in
section 2 and FH-OFDM-DCSK with WPJE in section 3. The
simulation results and discussion are presented in Section 4.
Section 5 will contain the conclusion.

2. Methodology

The system under investigation comprises a sweep jammer, a
source, and a destination. This study investigated an additive
white Gaussian noise (AWGN) channel model and a sweep
jamming(SJ) signal.

2.1. FH-OFDM-DCSK Transmitter system

The block diagram of the FH-OFDM-DCSK transmitter system
is shown in Fig. 1. This system employs binary data storage and
chaotic sample manipulation. To express the k" sample of the
i*" subcarrier DCSK modulated signal t; ; can express as [19]:

Xy fori=0
tix =

dix, fori=1,...M k=1..8 (1)

x, denotes chaotic samples produced from the 2nd Chebyshev
Polynomial Function (CPF) and is expressed [20]:
Xepr = 1= 2x¢ )

The mean value of x; is E[x;] = 0, the mean squared value
is E[xZ] = 1, and that's due to the normalization of the chaotic
sequences, x;, € (-1, 1) [19]. The matrix form of ¢; ;, signal is:

toa toz " tog
t1,1 t1,2 t1,ﬁ

tig =[t21 t22 - Lp| (3)
1 tm2 tymp

Reference and information-carrying chips are spread across all
occupied subcarriers by applying the 1D frequency-hopping
function to each column of matrix t. These are the respective
expressions for the function's output and its matrix form:

wx =tk k=1L..,8 (4

Up1  Uo2 Up,p
Ug U Uyp
—lu u u
U = | Y21 2,2 2,8 (5)
Um1 Umz2 Um,p

The i subcarrier's frequency hopping operation is denoted by f
(i), and the resulting sample is denoted by u; . The output of
the FH procedure is fed into the IFFT algorithm to produce the
n., OFDM modulated sequence, which looks like this:

— jzmni € [0, M]
Ui = 30 e T L ©

VN

Using N as the number of subcarriers and M as the number of
data bits, we get N = M + 1. A chip time slot contains k IFFT-
modulated symbols and n subcarriers, where k is the index of
the symbols and n is the index of the subcarriers. After a P/S
conversion and the addition of a cyclic prefix to decrease inter-
symbol interference (ISI) [20], the symbols are sent across the
channel:

Chaotic X
generator tox gy Uy
—>

Uik Uik

Data S/P P/S

IFFT

Mapping
P

Frequency Hopping

Uni, Uik

dyy by

Figure 1. FH-OFDM-DCSK transmitter.

The signal received at the destination is:
Tak = Sni T ink + Nuk (1)

The sweep jamming (SJ) signal is denoted by j,, ,, where N,
is a complex (AWGN) with variance N,/2 and s, ,, is denoted
the desired signal.

An SJ transmits a narrowband signal with a fluctuating
frequency. More specifically, the sweep signal is characterized
by a sweep rate Afand a sweep time Ty, oscillating between
the frequencies f¢q,cand fiop. The common sweep jamming
variant is based on a sinusoidal signal and a linear sweep
method. However, other variants depend on alternative
narrowband signals and different sweep techniques. [16].

jn,k(t) =4/ ZP]-Sil’l @ foaret + T[Aftz + 65 (8)

The sweep rate and the initial phase of the sweep jamming
signal are denoted by Afand 6s,,, We expressed the SJ signal as
a discrete baseband model, which can be written as:

+ O ) (9)

. . KFygart k2AF
Jnk = +/2P;sin (7T 8 +7l'4ﬁ2

Where Af = M Fypt = fuarTp, AF = AfTZ T, is the

sw

bit duration.
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2.2. FH-OFDM-DCSK Receiver system

The conventional FH-OFDM-DCSK receiver system is
depicted in Fig. 2. The received signal first undergoes a serial-
to-parallel conversion and CP removal. Then the signal is fed
into the FFT algorithm for OFDM demodulation, resulting in
the following sequence:

—j2mni k€ [Lﬁ]
' i€ [0,M]

Subsequently, the frequency-dehopping algorithm is applied to
the input symbols. The chaotic modulated signals can be
normalized by recreating the identical FH pattern used by the
transmitter, using the same initial values, and reversing the
procedure performed by the transmitter. A correlator is applied
to the reference chips to decode the M information signals. The
data D;, Where i ranges from 1 to M, was input into a threshold
detector. The bit to be transmitted will be set to 1 if D; > 0 is
less than zero; otherwise, set to 0. An example expression for
the decision variable D; is as follows:

D; = Zﬁ:l Ty (Tox)* = Z€=1 (dix + i +nup) (e +
Jox + Nok) (11)

_ 1M
Rix = =Xn=0 Tak€

= (10)

3. FH-OFDM-DCSK System with WPJE

This section will discuss the FH-OFDM-DCSK receiver with
WPJE when a sweep jammer is present. Fig. 3 depicts the
receiver as a combination of a conventional receiver and a
WPJE block, and Fig. 4 shows the algorithm of WPJE [21].

] ] 1 Tox ]

Tog Rox
3 Rix 0 T ZU D :,: 4

S/’P “
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g
FFT
lw
Frequency Hopping

T b, i,
I E e B

Tnj |FH-OFDM-
DeSK e d;
Receiver

FH-OFDM-
DCSK
Transmiter|

v

Nk jn,k

Figure 3. FH-OFDM-DCSK receiver with WPJE

Tnk > wprT —>e fn,k

Thresholding —» IWPT
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Figure 4. WPJE algorithm.

Where J,, . is a guess for the strength of the jamming signal,
using the jammer signal as the primary one and the random one
as noise. The WPJE method's de-noise capabilities may be used
to calculate7,, . The WPJE technique works by first splitting
the input signal into approximation and detail components, then
splitting those components into further approximation and
detail components, and so on. This operation is performed using
the Wavelet Packet Transform (WPT). The WPJE technique
can also be seen as a form of multi-resolution analysis, where
the input signal is decomposed into a set of scaling and wavelet
functions, expressed as:

¢(t) = V23, hlklgp(t — k)
Y(t) =25, glklpt —k)  (13)

As a result, we can reconstruct the original input signal as:

(12)

Tnk = Zlfn=1 ZnEZ Cm,n¢m,n +
an:l ZnEZ dm,n¢m,n
Where c,, ,and d,, ,Regarding the wavelet coefficients,c,, , =
<T, ¢m,n)t dm,n = <T, lpm,n>l ¢m,n = 2—m/2¢(2—mt - Tl),
Uma = 27™2P(27™t —n). (X1, Xp) is the inner product
between X; and X,.

(14)

After taking a WPT, the decomposed signal is thresholded using
an appropriate threshold. The most widely used cutoff is as
follows, although many other possibilities exist. [21], [22]:

7 = 6,/2In (NIn (N))/In (2) (15)
Where:
§= % (16)

MAD refers to the wavelet coefficients’ median absolute
deviation, and N denotes the signal's length. Then we apply a
threshold to reduce any wavelet coefficient above yTo zero.
The inverse Wavelet Packet Transform (IWPT) is carried out
on the revised wavelet coefficients to obtain a jamming signal
estimation. To complete the process, by removing the estimated
jamming component from the received signal, a conventional
correlation-based receiver can recover the transmitted data.
[23].

4. Result and Discussion

In this section, Simulation results illustrating the advantages of
the proposed receiver are presented. The simulations are
conducted based on the system model described in this paper
with 8 = 100. In the simulation, the jammer frequency is swept
from 0 Hz to 50 kHz, with a sweep time of total transmission
time/5, and Daubechies wavelet filters with length 24 (db12)
are used.

In Fig. 5, we show the BER performance of the FH-OFDM-
DCSK system under the effect of a sweep jammer with and
without WPJE versus Eb/NO. We consider jamming-to-signal
ratio (JSR) values of 5 dB and 15 dB and observe improved
system performance with the addition of WPJE; however, BER
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increases with increasing JSR. Without WPJE, the BER
performance is about 0.5.
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Figure 5. BER performance of the FH-OFDM-DCSK system

Fig. 6 depicts the BER performance for wavelet filters of equal
length (24), namely Daubechies (db12), Coiflets (coif4), and
Symlets (syml12), with JSR=5. We observe the best BER
performance with Daubechies (db12). Fig. 7 depicts the BER
performance using Daubechies wavelet filters with different
lengths and JSR=5. We observe the best BER performance with
(db12). As a result, the BER will improve more as the filter
length increases.
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Figure 6. BER comparison of the FH-OFDM-DCSK system
employing different wavelet filters at JSR = 5.
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Figure 7. BER comparison of the FH-OFDM-DCSK system
employing different Daubechies wavelet filter lengths at JSR
=5.4. Conclusions

In this study, a sweep-type jammer is proposed for FH-OFDM-
DCSK. This system has a lower BER than DCSK, is non-
coherent, and is energy- and bandwidth-efficient. To address
the security issue with DCSK and introduce frequency and
timing diversity, one-dimensional scrambling is achieved via
frequency hopping. We propose a novel receiver that employs
WPJE to estimate and mitigate jamming signals, thereby
improving BER performance. We employ various wavelet
filters and filter lengths. The threshold value was computed
using the threshold equation to provide an informed estimate of
the jammer signal. This enabled the estimation to be as accurate
as possible. Simulation results show that the proposed receiver
vastly outperforms the conventional receiver in system
performance. When Eb/NO = 20 dB, JSR =5 dB, and beta =
100, the receiver without WPJE has a BER of 0.5. In contrast,
the receiver with WPJE has a BER of 1075. Using Daubechies
with a length of 24 (db12) yielded the best results.
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