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Abstract 
 

Steganography comes from the Greek word "steganos", roughly translated to “Covered 

Writing”. Steganographic techniques allow one party to communicate information to another 

without a third party even knowing that the communication is occurring. The ways to deliver 

these “secret messages” is important. This paper is intended to introduce the hiding text 

(data) inside video as a means to communicate secret messages in away that they will not be 

read but by the desired person. The methods that used to hide text are the 4 Least Significant 

Bits (4-LSB) and Discrete Wavelet Transform (DWT), which will be hided in one color of 

video frames (i.e. red color). 

Keywords: Video Hiding, 4 Least Significant Bits, Steganography, AVI file, Text Hiding, 

Video Data Stream, Discrete Wavelet Transform. 
 

 

 

 
 

 

 الخلاصة:
 

هى اغرٌقً يستم يٍ كهًت ستٍكاَىز، وانترجًت انحرفٍت نها تعًُ انكتابت انًغطاة.  ”ستٍكاَىجرافً“اٌ اطم كهًت 

اٌ تقٍُت ستٍكاَىجرافٍك تسًح نهشخض بالاتظال بشخض اخر بدوٌ يعرفت اي طرف ثانث بهذا الاتظال. اٌ طرق تسهٍى 

فً يقاطع انفٍدٌى بطرٌقت لا تًكٍ اي شخض يٍ  "تقٍُت اخفاء انًعهىياث"تقدو  ا انبحثانرسائم انسرٌت يهًت جدا". هذ

قراءة انرسائم انسرٌت يا عدا الاشخاص انًخىنٍٍ بذنك. انطرق انًستخديت لاخفاء انرسائم انسرٌت هً استخداو انًقاطع 

واحد يٍ انىاٌ انًقطع فً  . حٍث ٌتى الاخفاء فً نىٌ(DWTوتحىٌم انًىٌجت انًتقطعت )  (LSB-4انرقًٍت الاقم اهًٍت )

 .         عهى سبٍم انًثال انفٍدٌى )انهىٌ الاحًر(
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1.Introduction 
 

In today’s society the most practical implementation of Steganography is used in the 

world of computers. Data is the heart of computer communication and over the year a lot of 

methods have been created to accomplish the goal of using Steganography to hide data. The 

trick is to embed the hidden object into significantly larger objects, so the change is 

undetectable by the human eye. The best object up to this writing is probably a digital image. 

Digital images have the benefit of containing massive amounts of bytes to designate pixel 

color for the photo. For this reason this paper relate with video to hide information, because 

video is a sequence of frames and each frame is an image. Then we will have many images on 

the same file, which increase the size of hidden information and make it more complex than 

on image embedded data. 

Steganography techniques are often used by copyright holders who wish to combat 

piracy and theft. Images, video and music can be encoded with information that can be to 

identify the work as being the property of an individual corporation. These encoding are 

watermarking. Watermarked media can be distributed on the internet while allowing 

copyright holders to be able to maintain their intellectual property 
[1]

. 

Steganography works by replacing bits of useless or unused data in regular computer 

files (such as graphics, sound, text, HTML, or even Floppy disks) with bits of different 

invisible information. This hidden information can be plain text, cipher text, or even images 

and sound wave 
[1]

. 

Since a video can be viewed as sequences of still images, video watermarking is an 

extension of image watermarking. The applications for still image watermarking can thus be 

executed to video watermarking by embedding data in single frame 
[2]

. Compared with still 

images video watermarking present a much higher capacity or bandwidth. At the same time 

the computational complexity in video watermarking is higher due to the amount of data that 

need to be processed 
[2]

. 

 

2. Video Data Stream 

The video sequence composed of video sequence header and many Group Of Pictures 

(GOP) as illustrated in Figure.1. The video sequence header defines the video format, picture 

dimension, aspect radio, frame rate, and delivered data rate. A suggested buffer size for video 

sequence is also specified. GOP contains pictures that may be encoded into one of 3 

supported compression format. The GOP header contains starting time for the group and it 

can be used as a point of random access. Each frame within GOP is numbered 
[3]

. 

Each frame is consisting of 3 color plan (RGB). This research takes one color of frame to 

hide the text (data) using 4LSB method. 
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Figure 1: Video Data Stream 

 

3. Text Hiding in LSB 

Least Significant bit (LBS) insertion is a common, simple approach to embedding 

information in a cover image. The least significant bit (the 8
th

 bit) of some or all of the bytes 

inside an image is changed to a bit of the secret message. When using a 24-bit image, a bit of 

each of the Red, Green, and Blue color components can be used, since they are each 

represented by a byte. In other words, one can store 3 bits in each pixel. An 800*600 pixel 

image, can thus store a total amount of 1,440,000 bit or 180,000 bytes of embedded data 
[4]

. 

For example, a grid for 3 pixels of a 24-bit image can be as follows: 

(00101101  00011100 11011100) 

(10100110  11000100 00001100) 

(11010010  10101101 01100011) 

When the number 200, which binary representation is 11001000, is embedded into the 

LSB’s of this part of the image, the resulting grid is as follows: 

 

(00101101  00011101 11011100) 

(10100110  11000101 00001100) 

(11010010     10101100        01100011) 

 

Although the number was embedded into the first 8 bytes of the grid, only the 3 

underlined bits needed to be changed according to the embedded message. On average, only 

half of the bits in an image will need to be modified to hide a secret message using the 

maximum cover video 
[4]

. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figureure (1) Video data stream 
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In this work, the message may be a few thousand bits (8 bits per text character) 

embedded in million of other bits. Block diagram in Figure 2 describe the general steps of 

concealing text in container video and reconstructing text hiding text file. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

(a)                            (b) 

 

Figure 2: (a) Block Diagram of Text Hiding, (b) Block Diagram of 

Reconstructed Hiding Text File 

 

3.1 Preparing Container Video 

The following steps illustrate procedure of preparing video to hide text message in 

the LSB of one color of the video sequence frames.  

1. Separate each frame of video sequence to its original color (RGB). 

2. Convert one of the colored plans to stream of binary bits. 

3. Use two adjacent pixels to hide one character. 
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3.2 Preparing Secret Text 

To prepare secret text must follow the following: 

1. Convert each character to decimal number. 

i.    Take the 4 LSB alone, by performing AND operation 

ii. Take the 4 upper significant bits alone; by perform shift operation by 4. 

2. Add the secret message to the cover video frames by applying OR operation. 

Figure 2 show a block diagram to hide each character of the secret message. Two pixels 

are needed to hide one character. So the number of characters that can be hide in (n × m)*30 

video sequence is given by the following equation. 

Number of Character < = ((n × m)*30)/2-n …  (1) 

 

4. Text Hiding in Wavelet Image 

Wavelet transform (WT) represents an image as a sum of wavelet functions (wavelets) 

with different locations and scales. Any decomposition of an image into wavelets involves a 

pair of waveforms: one to represent the high frequencies corresponding to the detailed parts of 

an Image (wavelet function) and one for the low frequencies or smooth parts of an image 

(scaling function).  

The Wavelet transform is a technique for analyzing signals. It was developed as an 

alternative to the short time Fourier Transform (STFT) to overcome problems related to its 

frequency and time resolution properties. 

DWT is a special case of the WT that provides a compact representation of a signal in 

spatial and frequency that can be computed efficiently 
[5]

. One of the big discoveries for 

wavelet analysis was that perfect reconstruction filter banks could be formed using the 

coefficient sequences
 kaL and

 kaH . The input sequence x  is convolved with high-pass 

(HPF) and low-pass (LPF) filters 
 kaH and 

 kaL and each result is down sampled by two, 

constituting one level of transform, yielding the transform signals Hx
and Lx

. Multiple levels 

or "scales" of the wavelet transform are made by repeating the filtering and decimation 

process on the low-pass branch only. The signal is reconstructed through up sampling and 

convolution with high and low synthesis filters 
 ksH  and

 ksL .  
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For properly designed filters, the signal 
x

 is reconstructed exactly
 xy 

. The new 

twist that wavelets bring to filter banks is connection between multi-resolution analysis (that, 

in principle, can be performed on the original, continuous signal) and digital signal processing 

performed on discrete, sampled signals.  

DWT for an image as a 2-D signal can be derived from 1-D DWT. The easiest way for 

obtaining scaling and wavelet function for two dimensions is by multiplying two 1-D 

functions. The scaling function for 2-D DWT can be obtained by multiplying two 1-D scaling 

functions: 
     ., yxyx  

 Wavelet functions for 2-D DWT can be obtained by 

multiplying two wavelet functions or wavelet and scaling function for 1-D analysis. For the 2-

D case, there exist three wavelet functions that scan details in horizontal
       yxyxI  ,

, 

vertical 
      yxyxII  ,

 , and diagonal directions
      yxyxIII  ,

. This may 

be represented as a four-channel perfect reconstruction filter bank as shown in Figure 3.a. 

Now, each filter is 2-D with the subscript indicating the type of filter (HPF or LPF) for 

separable horizontal and vertical components.  

The resulting four transform components consist of all possible combinations of high- 

and low-pass filtering in the two directions. By using these filters in one stage, an image can 

be decomposed into four bands. There are three types of detail images for each resolution: 

horizontal (HL), vertical (LH), and diagonal (HH). The operations can be repeated on the 

low–low band using the second stage of identical filter bank.  

Thus, a typical 2-D DWT, used in image compression, will generate the hierarchical 

pyramidal structure shown in Figure 3.b. Here, we adopt the term “number of 

decompositions”  J  to describe the number of 2-D filter stages used in image 

decomposition. The DWT provides high spatial resolution and low frequency resolution for 

high frequencies and high frequency resolution and low time resolution for low frequencies. 

 

5. The Basic Parameters 

5.1 Applying Text into the Forward Wavelet Transform 

On image RGB bands, two-dimensional wavelet is applied; the DWT decomposes the 

image into four sub bands, denoted LL (band), LH, HL, and HH (details). Convert each 

character to decimal number and these decimal number replaced by the coefficient in the LH, 

HL, and HH in red blain. The numbers of characters that can be hide in (n × m)*30 video 

sequences are given by the following equation. 
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Number of Character < = ((n × m)/4)*3)*30 …  (2) 

 

 

   

 

 

 

 

        

                                                               (a) 

 

  

                                                                         (b) 

          

  

   Figure 3: (a) One Filter Stage in 2-D DWT, (b) Pyramidal Structure of a 

Wavelet 

6. Results 

The original video sequence that used is uncompressed video signal operate at 30 

frame/sec, consisting RGB color frame (24 bit video) with frame size (176×144). The size of 

video frames is very important because it specified with frame rate of the text size that need to 

be hide, as shown in eq.1 & eq.2. The performance of Steganographic video is measured by 

using MSE and PSNR. The result shows the performance of Stego. Frame is very good 

compared with the original frames. PSNR and MSE of each frame is calculated when the 

result will be described in Figure 4 and Figure 5 respectively. 

 The drop in PSNR was obtained by subtracting the PSNR of each frame in the error 

sequence from the PSNR of each frame in the error free sequence. While table 1 and 2 show 

the values of PSNR and MSE respectively for each frame. Finally, Figure 6 describes the 

original frames and the reconstructed frame of 4LSB and DWT methods. 
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       Figure 4: PSNR of 4LSB & D                       Figure 5: MSE of 4LSB & DWT 

    Table 1: PSNR of 4LSB & DWT                   Table 2: MSE of 4LSB & DWT 

 

 

 

 

 

 

 

 

 

 

6.1 AVI file 
 

In the first step, the system will load the header of AVI file. The Audio/Video 

Interleaved (AVI) file format is used with application that capture, edit and playback 

audio/video sequences. AVI files contain multiple streams of different types of data. Most 

AVI sequences use both audio and video streams. A simple variation for an AVI sequence 

uses video data and does not require an audio stream. 

6.2 Bit Depth 
 

Bit Depth measures how many different color shades which can be shown at the same 

time. The higher the bit depth, the larger is the video clip size. Normally a color depth of 16 

bits is used for video clips, but today it is more common that modern codec use 24 bit color 

depth. The color depth that is used in this paper is 24 bit. 
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6.3 Objective Quality Measure 
 

Objective video evaluation techniques are mathematical models that approximate results 

of subjective quality assessment, but are based on criteria and metrics that can be measured 

objectively and automatically evaluated by a computer program. Objective methods are 

classified based on the availability of the original video signal, which is considered to be of 

high quality (generally not compressed).  

The most traditional ways of evaluating quality of digital video processing system are 

calculation of the signal-to-noise ratio (SNR), mean square error (MSE), and peak signal-to-

noise ratio (PSNR) between the original video signal and signal passed through this system. 

The mean square error is found by taking the error squared divided by the total number of 

pixels in the frame. The PSNR is calculated by using eq.3, and the MSE is calculated by using 

eq.4. However, PSNR values do not perfectly correlate with a perceived visual quality due to 

non-linear behavior of human visual system 
[6]

. PSNR of an image is a measure of the 

distortion of an image relative to a reference image. It can be used to measure the distortion of 

an image or frame due to transmission errors, compared with the original, error-free image or 

frame. PSNR is defined as: 

                                                          

 
 

Where n is the number of bits per image sample and MSE is the Mean Squared Error 

between the distorted frame and the original frame. The mean square error is found by taking 

the error squared divided by the total number of pixels in the frame as shown bellow:  

 

                  

 

 

Where I(r,c) is the pixel value of the original frame at the (r,c) location, Î(r,c) is the 

value pixel of the Steganographic frame at the same location (r,c), H is the number of line, 

and W is the number of pixel per line. 
 

7. Conclusion 

The total number of hidden characters that hide in one second according to 

implementing of eq.1and eq.2 is 379984 for 4LSB method, while the number of hidden 

characters in DWT method is 570240. The size of storage in 4LSB is 50% of original size of 

video when the size of storage in DWT is 75%. From these results the DWT is better than 

4LSB to hide the character with out effect and distorted the original video. The processing 

time with the same (plaintext and video) using 4LSB is longer than the process of DWT 

where the time of the first method is 838 msec, and the time of second method is 60 msec. 

MSE 

(2n-1)
2
 

 

                                                                                            

PSNR (dB) =10 log10                                  …   (3) 

 

 

1 

W×H ΣΣ 
H-1 W-1 

r=0 c=0 

(I(r,c)-Î(r,c))
2
   …  (4) MSE = 

http://www.answers.com/topic/signal-to-noise-ratio
http://www.answers.com/topic/peak-signal-to-noise-ratio
http://www.answers.com/topic/peak-signal-to-noise-ratio
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     Frame number = 1                        PSNR =38.8222 , MSE=5171              PSNR=38.841, SE=8.9411 

 

 

 

 

     Frame number = 10                        PSNR =38.6369 , MSE=8.9  PSNR=38.64 , MSE=8.893 

 

 

 

 

     Frame number = 20                       PSNR =38.5248 , MSE=9.1326 PSNR=38.529, SE=9.1234 

 

 

 

 

          Frame number = 30                      PSNR =38.4208 , MSE=9.354            PSNR = 38.423  , MSE=9.3491 

          (a)                  (b)        (c) 

Figure 6: The Original and Steganography frames                                                                      

(a) Original frames number 1, 10, 20, and 30, (b) Steganography frames number 

1, 10, 20, and 30 using 4LSB, (c)  Steganography frames number 1, 10, 20, and 

30 using DWT 
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