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Abstract

Steganography comes from the Greek word "steganos", roughly translated to “Covered
Writing . Steganographic techniques allow one party to communicate information to another
without a third party even knowing that the communication is occurring. The ways to deliver
these “secret messages” is important. This paper is intended to introduce the hiding text
(data) inside video as a means to communicate secret messages in away that they will not be
read but by the desired person. The methods that used to hide text are the 4 Least Significant
Bits (4-LSB) and Discrete Wavelet Transform (DWT), which will be hided in one color of
video frames (i.e. red color).

Keywords: Video Hiding, 4 Least Significant Bits, Steganography, AVI file, Text Hiding,
Video Data Stream, Discrete Wavelet Transform.
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1.Introduction

In today’s society the most practical implementation of Steganography is used in the
world of computers. Data is the heart of computer communication and over the year a lot of
methods have been created to accomplish the goal of using Steganography to hide data. The
trick is to embed the hidden object into significantly larger objects, so the change is
undetectable by the human eye. The best object up to this writing is probably a digital image.
Digital images have the benefit of containing massive amounts of bytes to designate pixel
color for the photo. For this reason this paper relate with video to hide information, because
video is a sequence of frames and each frame is an image. Then we will have many images on
the same file, which increase the size of hidden information and make it more complex than
on image embedded data.

Steganography techniques are often used by copyright holders who wish to combat
piracy and theft. Images, video and music can be encoded with information that can be to
identify the work as being the property of an individual corporation. These encoding are
watermarking. Watermarked media can be distributed on the internet while allowing
copyright holders to be able to maintain their intellectual property .

Steganography works by replacing bits of useless or unused data in regular computer
files (such as graphics, sound, text, HTML, or even Floppy disks) with bits of different
invisible information. This hidden information can be plain text, cipher text, or even images
and sound wave [,

Since a video can be viewed as sequences of still images, video watermarking is an
extension of image watermarking. The applications for still image watermarking can thus be
executed to video watermarking by embedding data in single frame ). Compared with still
images video watermarking present a much higher capacity or bandwidth. At the same time
the computational complexity in video watermarking is higher due to the amount of data that
need to be processed .

2. Video Data Stream

The video sequence composed of video sequence header and many Group Of Pictures
(GOP) as illustrated in Figure.1. The video sequence header defines the video format, picture
dimension, aspect radio, frame rate, and delivered data rate. A suggested buffer size for video
sequence is also specified. GOP contains pictures that may be encoded into one of 3
supported compression format. The GOP header contains starting time for the group and it
can be used as a point of random access. Each frame within GOP is numbered "*/.

Each frame is consisting of 3 color plan (RGB). This research takes one color of frame to
hide the text (data) using 4L.SB method.
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Figure 1: Video Data Stream

3. Text Hiding in LSB

Least Significant bit (LBS) insertion is a common, simple approach to embedding
information in a cover image. The least significant bit (the 8" bit) of some or all of the bytes
inside an image is changed to a bit of the secret message. When using a 24-bit image, a bit of
each of the Red, Green, and Blue color components can be used, since they are each
represented by a byte. In other words, one can store 3 bits in each pixel. An 800*%600 pixel
image, can thus store a total amount of 1,440,000 bit or 180,000 bytes of embedded data 41,
For example, a grid for 3 pixels of a 24-bit image can be as follows:

(00101101 00011100 11011100)
(10100110 11000100 00001100)
(11010010 10101101 0110001T1)

When the number 200, which binary representation is 11001000, is embedded into the
LSB’s of this part of the image, the resulting grid is as follows:

(00101101 00011101  11011100)
(10100110 11000101 00001100)
(11010010 10101100  01100011)

Although the number was embedded into the first 8 bytes of the grid, only the 3
underlined bits needed to be changed according to the embedded message. On average, only
half of the bits in an image will need to be modified to hide a secret message using the
maximum cover video ¥,
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In this work, the message may be a few thousand bits (8 bits per text character)
embedded in million of other bits. Block diagram in Figure 2 describe the general steps of

concealing text in container video and reconstructing text hiding text file.

Container Text Message
1700111 P(1.1) Habes .
Stego frame (take 2 neighbor
0101 1100 P(1.2) pixels ( pixel (2,1) and pixel (2,2) for
A example)
l H=(2)10
. y 1110 0100 —
Zero out imbedded D = (0100 1000 0000 0100=(4)0
41L.SB 10 43 —>
01011000  |And operatlozi; 0000 1000=(8) 0
1110 0000 | with 15
— 0101 0000 Shift the upper|bits to right

by 4 Hits
Convert 72 to 4 bit number using shift
to right the Upper SB

0100
4_ 4=0000 0100 0100 1000 = /
|
>\
40‘ S~ o000

8 = 0000 1000 Secret message

Combined
111C 0100 |

0101 1000

(@) (b)

Figure 2: (a) Block Diagram of Text Hiding, (b) Block Diagram of
Reconstructed Hiding Text File

3.1 Preparing Container Video

The following steps illustrate procedure of preparing video to hide text message in
the LSB of one color of the video sequence frames.

1. Separate each frame of video sequence to its original color (RGB).
2. Convert one of the colored plans to stream of binary bits.

3. Use two adjacent pixels to hide one character.
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3.2 Preparing Secret Text
To prepare secret text must follow the following:
1. Convert each character to decimal number.
1. Take the 4 LSB alone, by performing AND operation
ii. Take the 4 upper significant bits alone; by perform shift operation by 4.
2. Add the secret message to the cover video frames by applying OR operation.

Figure 2 show a block diagram to hide each character of the secret message. Two pixels
are needed to hide one character. So the number of characters that can be hide in (n X m)*30
video sequence is given by the following equation.

Number of Character <= ((n x m)*30)/2-n ... (1)

4. Text Hiding in Wavelet Image

Wavelet transform (WT) represents an image as a sum of wavelet functions (wavelets)
with different locations and scales. Any decomposition of an image into wavelets involves a
pair of waveforms: one to represent the high frequencies corresponding to the detailed parts of
an Image (wavelet function) and one for the low frequencies or smooth parts of an image
(scaling function).

The Wavelet transform is a technique for analyzing signals. It was developed as an
alternative to the short time Fourier Transform (STFT) to overcome problems related to its
frequency and time resolution properties.

DWT is a special case of the WT that provides a compact representation of a signal in
spatial and frequency that can be computed efficiently . One of the big discoveries for
wavelet analysis was that perfect reconstruction filter banks could be formed using the

X

coefficient sequences aL(k)and aH(k). The input sequence ** is convolved with high-pass

(HPF) and low-pass (LPF) filters Ay (k) and aL(k) and each result is down sampled by two,

o D . X :
constituting one level of transform, yielding the transform signals =/ ande. Multiple levels
or "scales" of the wavelet transform are made by repeating the filtering and decimation

process on the low-pass branch only. The signal is reconstructed through up sampling and

convolution with high and low synthesis filters S (k) and >z (k)
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For properly designed filters, the signal X is reconstructed exactly (y - x). The new
twist that wavelets bring to filter banks is connection between multi-resolution analysis (that,
in principle, can be performed on the original, continuous signal) and digital signal processing

performed on discrete, sampled signals.

DWT for an image as a 2-D signal can be derived from 1-D DWT. The easiest way for
obtaining scaling and wavelet function for two dimensions is by multiplying two 1-D
functions. The scaling function for 2-D DWT can be obtained by multiplying two 1-D scaling

functions: ¢(x,y ) :dx) Y ) Wavelet functions for 2-D DWT can be obtained by
multiplying two wavelet functions or wavelet and scaling function for 1-D analysis. For the 2-

1) _
D case, there exist three wavelet functions that scan details in horizontal W( (x’y ) —¢(x)l//(y ),

(1) _ (1m1) _

(x’y )_W(x)¢(y ) , and diagonal directions 1 (x’ Y )_W(x) Y ) This may
be represented as a four-channel perfect reconstruction filter bank as shown in Figure 3.a.
Now, each filter is 2-D with the subscript indicating the type of filter (HPF or LPF) for

separable horizontal and vertical components.

vertical

The resulting four transform components consist of all possible combinations of high-
and low-pass filtering in the two directions. By using these filters in one stage, an image can
be decomposed into four bands. There are three types of detail images for each resolution:
horizontal (HL), vertical (LH), and diagonal (HH). The operations can be repeated on the
low—low band using the second stage of identical filter bank.

Thus, a typical 2-D DWT, used in image compression, will generate the hierarchical
pyramidal structure shown in Figure 3.b. Here, we adopt the term ‘“number of

decompositions” (‘]) to describe the number of 2-D filter stages used in image
decomposition. The DWT provides high spatial resolution and low frequency resolution for
high frequencies and high frequency resolution and low time resolution for low frequencies.

5. The Basic Parameters

5.1 Applying Text into the Forward Wavelet Transform

On image RGB bands, two-dimensional wavelet is applied; the DWT decomposes the
image into four sub bands, denoted LL (band), LH, HL, and HH (details). Convert each
character to decimal number and these decimal number replaced by the coefficient in the LH,
HL, and HH in red blain. The numbers of characters that can be hide in (n x m)*30 video

sequences are given by the following equation.
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Number of Character <= ((n x m)/4)*3)*30 ... (2)
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Figure 3: (a) One Filter Stage in 2-D DWT, (b) Pyramidal Structure of a

Wavelet

6. Results

The original video sequence that used is uncompressed video signal operate at 30
frame/sec, consisting RGB color frame (24 bit video) with frame size (176x144). The size of
video frames is very important because it specified with frame rate of the text size that need to

be hide, as shown in eq.1 & eq.2. The performance of Steganographic video is measured by

using MSE and PSNR. The result shows the performance of Stego. Frame is very good

compared with the original frames. PSNR and MSE of each frame is calculated when the

result will be described in Figure 4 and Figure 5 respectively.

The drop in PSNR was obtained by subtracting the PSNR of each frame in the error
sequence from the PSNR of each frame in the error free sequence. While table 1 and 2 show

the values of PSNR and MSE respectively for each frame. Finally, Figure 6 describes the

original frames and the reconstructed frame of 4LSB and DWT methods.
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Figure 4: PSNR of 4LSB & D

Table 1: PSNR of 4LSB & DWT
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Figure 5: MSE of 4LSB & DWT

Table 2: MSE of 4LSB & DWT

MO, | PENE4LEE | PSR LW T 10 LISE 4LSD | MSE WA T
1. 38.828 38.841 1. 55171 54011
Z FR 853 5. Ga6 = Z 5066 5 5018
3 35.8 FE.a0s R 55716 5.5058
4. 38.767 3877 EN B a5/ B as12
5 G5 7oA KT =, 5 a50d 5. 6557
[ FR. 748 EENER I3 ENEY BN
7. 38 708 Fm.711 7. 57550 5. 7404
& ET AT 87 o4 ER R 57020
o 38.60% 38.81 o 5. 0504 5. 05468
10, 3B 6a7 3564 10 5.0 5 a0al
11. GE SR 38.562 11. ENNEET 00542
12, G8.60s N 12, =05 = 0500
135, 58,554 58556 13, Q0718 Q. 0668
14, 58 575 R 578 1. 00276 RS
15, 35,5049 S38.507 15, 0. 1756 o171
16. 38.538 38.54 16, O 1101 o 1011
17. EE. 517 k-] 17. 0. 1502 0 1438
1%, 38.548 38.55 1&. 0 O0a41 0 0797
10, 38.52 38.522 10, O 1451 O 135
20 S38.525 38.529 20. O 132Aa 0. 1254
21. 38.5 38.502 21 D 1855 0 1803
22, 38.407 38.501 23, o 1017 O 18568
23, 538 485 38 487 =R O 2221 Q2152
24. 35.408 35.400 24 0 1901 0 1564
25, 38.51a 38.52 35, o 1505 O 1451
2a. 38.524 35.538 26, O 1552 O 1507
27. 38.457 35.446 27 O 2771 O 2696
28, 38.454 38 437 R O 5257 0 3106
29, 38.307 35.401 20, O 4062 O 3071
0. FE. 421 35425 0. 0 354 o G401

6.1 AVI file

In the first step, the system will load the header of AVI file. The Audio/Video

Interleaved (AVI) file format is used with application that capture, edit

and playback

audio/video sequences. AVI files contain multiple streams of different types of data. Most

AVI sequences use both audio and video streams. A simple variation for an AVI sequence

uses video data and does not require an audio stream.

6.2 Bit Depth

Bit Depth measures how many different color shades which can be shown at the same

time. The higher the bit depth, the larger is the video clip size. Normally a color depth of 16

bits is used for video clips, but today it is more common that modern codec use 24 bit color

depth. The color depth that is used in this paper is 24 bit.
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6.3 Objective Quality Measure

Objective video evaluation techniques are mathematical models that approximate results
of subjective quality assessment, but are based on criteria and metrics that can be measured
objectively and automatically evaluated by a computer program. Objective methods are
classified based on the availability of the original video signal, which is considered to be of
high quality (generally not compressed).

The most traditional ways of evaluating quality of digital video processing system are
calculation of the signal-to-noise ratio (SNR), mean square error (MSE), and peak signal-to-
noise ratio (PSNR) between the original video signal and signal passed through this system.
The mean square error is found by taking the error squared divided by the total number of
pixels in the frame. The PSNR is calculated by using eq.3, and the MSE is calculated by using
eq.4. However, PSNR values do not perfectly correlate with a perceived visual quality due to
non-linear behavior of human visual system '®. PSNR of an image is a measure of the
distortion of an image relative to a reference image. It can be used to measure the distortion of
an image or frame due to transmission errors, compared with the original, error-free image or
frame. PSNR is defined as:

PSNR (@B) =10logio ) 10 e ()

MSE
Where n is the number of bits per image sample and MSE is the Mean Squared Error

between the distorted frame and the original frame. The mean square error is found by taking
the error squared divided by the total number of pixels in the frame as shown bellow:

1 H-1 W-1 R
MSE = wxa— 2, 2 Ar,0-i(r,0)’ ... (4)
r=0 c=0

Where I(r,c) is the pixel value of the original frame at the (r,c) location, I(r,c) is the
value pixel of the Steganographic frame at the same location (r,c), H is the number of line,
and W is the number of pixel per line.

7. Conclusion

The total number of hidden characters that hide in one second according to
implementing of eq.land eq.2 is 379984 for 4LSB method, while the number of hidden
characters in DWT method is 570240. The size of storage in 4LSB is 50% of original size of
video when the size of storage in DWT is 75%. From these results the DWT is better than
4LSB to hide the character with out effect and distorted the original video. The processing
time with the same (plaintext and video) using 4LSB is longer than the process of DWT
where the time of the first method is 838 msec, and the time of second method is 60 msec.
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Frame number = 1 PSNR =38.8222, MSE=5171 PSNR=38.841, SE=8.9411

Frame number = 10 PSNR =38.6369 , MSE=8.9 PSNR=38.64, MSE=8.893

Frame number = 20 PSNR =38.5248 , MSE=9.1326 PSNR=38.529, SE=9.1234

Frame number = 30 PSNR =38.4208 , MSE=9.354 PSNR = 38.423 , MSE=9.3491

(@) (b) (©

Figure 6: The Original and Steganography frames
(a) Original frames number 1, 10, 20, and 30, (b) Steganography frames number
1, 10, 20, and 30 using 4LSB, (c) Steganography frames number 1, 10, 20, and
30 using DWT
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