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Abstract

Internet security zones are an Internet Explorer (IE) features that allow users to access
websites based on their level of trust. Internet explorer assigns all websites to one of four
security zones, in which, each zone has some settings that specifies its standard security level.
IE categorizes the security to five levels represented by linguistic variables (Low/ Medium-Low/
Medium/ Medium-High/ High). Combination between different standard individual setting, or
changing the standard setting will produce a custom level of security with undefined value.
Indicating a scaled numeric value to the security level of Internet website zones gives a
valuable sense to the users even when these levels are customized. The main contribution of
this paper is to put forward a method to measure the security of IE 's Internet website zone for
standard and customized security levels. This method is based on fuzzy logic system. The
designed system considers two boundary limits to the security level. These two limits are
considered to be within the interval [ 7+- 9] of a total scale of ! units. It is found that the
evaluated output of the fuzzy inference system (FIS) for different individual settings is
proportional to the degree of the required security level.

Index Terms— Fuzzy logic, IE% security levels, Website zone.

bl abiiall o Jolaie) |E 9 Y é pliaal G 00Y) £8) ga dda) (pulid

G e dara o
il il g Coloscalad] Leuntid acid
L paiicual) dealal)y duntigl) 4ulS

Sty 5l

-

=AadAl

&l g0 (A S sl patiiciall o i (AE ) Cod iy (i piad & s 8 5 e b o yiiY) Aihif Luiaf o
e Talaic ) Cilial Ly )f ) LibiY) 488 codd ) ) s chivay, ad gal) Ld gl g0 (5 pina o Jolaic) cud Y

048 da/ (e ads ol J1Y) 29 30 (4 pd 80 o] g Dualilll IS Y Gdany o Tolalie | Lpand aly il bgivia) (5 glcea

Yoo



Journal of Engineering and Development, Vol. YV, No.Y, Mar. Y« V¥ ISSN YAYY- VAYY Yol

LBl & poidia o)l Lol 15 g S J0Y) g gl (A bbaine il ) Gy gicsa dewas it ) LaS  dibiY)
it gl la¥) Sl giwa LS ] e La peand] O (A [ ALE - D gia Sl gl [ bdSia - L gia [ odiiia) b
) il i) o) Aaidl) Cigpra i g ikl il paiasa ol 5 glsa die il SIAIEY) 038 o
O o gl il LaiaY) o g IS £ g Cpadiiceall (i g ad £ Lubai] ity o jiTY) &3] go Luief (5 glana )
ealil) ) o Jii¥) o priica 4ihi] uiol (5 glicna (ulil Lidaiowa 48 plaf Aasddli g4 Ciaal) 138 (pa (isti ) g l)
dgtal Jiai cpiad dlaic) ad il Ghiall sULT o 44 bl oid 1aiiy Lawsally Lldl Sl gicall (1E 9)
O dag iy suag Ve fly IS uld Gads [0 — Vo] 500 S panii acaal) s 4 iied) g gial Luitg Y

Apthall LiiaY) s gicss pa cucliii Ailia Cf)se Y lganidi a7 Y (pilsial) SYLiiY) da plila il jSa

V. INTRODUCTION

Different standard security levels are available in Internet Explorer (IE). These levels can
determine the security of Internet website zones. IE categorizes the security to five standard levels
using the following linguistic variables, “High”, “Medium-high”, ‘“Medium”, Medium-low”, and
“Low”. Each security level has its individual settings. These settings can be changed, either by
using the IE slider controls, or by changing the status of the individuals. In some cases, when
visiting a new or an unfamiliar websites, it is recommended that the security setting should be in
High level, which means preventing some features. But when working on trusted websites, and
there is a need to access the features that the High setting doesn’t permit, then the security level
should be reduced. In some cases it is required to change the states of some individuals which
bring up a customized security level. The customized settings have undefined security value and
there were no any indication on which level the setting is now. With no any adopts, this will make
the user confused about the new security level. To handle this problem we found that it is better
to describe the security level with numeric values rather than linguistic variable, for both standard
and customize settings.

Fuzzy logic (FL) is a convenient way to map an input space to an output space. The distinctive

feature of FL is that in FL everything is, or is allowed to be, a matter of degree [‘]. FL is almost
synonymous with the theory of fuzzy sets, a theory which relates to classes of objects with
unsharp boundaries in which membership is a matter of degree. Another basic concept in FL,
which plays a central role in most of its applications, is that of a fuzzy if-then rule or, simply,
fuzzy rule [Y].
The configuration of website zones' security can be found in several literatures. Authors
literatures try to manage, evaluate, and analyze website zone security. A full description to IE
security zones, architecture, configuration, and standard settings can be found in [¥]. Ref. [£]
analyzed the network system faced by common threats and attack methods and introduced a
solution to the existing security problem in current website system.
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Schechter, et, al,[¢] evaluate some website authentication measures and investigate how a
study’s design affects participant behavior. Ref. [1] introduces an approach for service governance
framework that deals with the security. The derived approach was implemented in a healthcare
website application for demonstrating how security issues are tacked.

Adding or removing a website to a specific zone to control the level of security in Windows
IEY and IEA is illustrated in [V]. Boem-Hwan, et al. [A] proposed a security management
framework based on secure zone. Khandewa [%] proposed an approach in website security
mechanism with respect to E-Commerce trust management. Schechter, et al. [Y+] evaluated
website authentication that are designed to protect users from man-in-the-middle, phishing, and
other site forgery attacks. Wei Wang and Xito Lin [Y'] established a website performance
analysis model, then find out the factors that influence the level of website performance. The
management of URL security zones with full description about how administrators can customize
the default URL security zones can be found in Ref. [ Y].

This paper is organized as follows; the next section describes security zones in Internet
explorer. Section Y introduces the standard security settings. In section ¢ the security
measurements based on fuzzy logic are described. The evaluated and calculated results are
contained in section ¢, while, section 7 presents the conclusion of this work.

Y. SECURITY ZONES IN INTERNET EXPLORER

Security zones can be defined as Internet Explorer features that allow sorting websites depending
on their level of trust in them. Internet Explorer assigns all websites to one of four security zones:

"Internet”, "local intranet", "trusted sites", or "'restricted sites". Each of these zones has a different
default security level; however these levels can be modified and controlled.

Y,Y Local Intranet Zone

By default the Local Intranet Zone contains all networks connections that were established using
a Universal Naming Convention path or has names that do not contain periods [ ¥]. In general,
the Local Intranet zones are used for content located on an organization's intranet. This is because
the servers and information are within an organization's firewall. The default security level for the
Local Intranet zone is set Medium-Low in Internet Explorer 4.

¥,Y Trusted Sites Zone

The Trusted Sites zones are used for content located on Web sites that are considered more
reputable or trustworthy than other sites on the Internet.

The Trusted Sites zone has a Medium level of security in IE%, which is higher than the local

Intranet zone but low enough to allow various types of enhanced content to run or be displayed.

Y,¥ Restricted Sites Zone
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The Restricted Sites zones are used for Web sites that can cause problems or contains malicious
files that can damage computer's system when downloaded. Using this zone causes the Internet
Explorer to alert if there were potentially-unsafe content about to download, or to prevent that
content from downloading. The Restricted Sites zone has a High level of security.

Y,¢ Internet Zone

The Internet zone can be used for the Internet websites that do not belong to another zone. This
default setting causes Internet Explorer to prompt the user whenever potentially unsafe content is
about to download. Note: Web sites that are not mapped into other zones automatically fall into
this zone. By default, in IE4 the Internet zone uses the Medium-High setting.

¥. Standard security Settings

The zone to which a website is assigned specifies the security settings of that site. These settings
can be controlled and/or modified either by using the IE's slider controls, or by changing the
security setting options to a customize one. A numerous custom options for setting individual
security features are available.

The following articles and tables show how IE? sets every option of features to each of the
standard security levels for different IE's classes. The nomenclature used in these tables is as
follows:

D: Disable, E: Enable, P: Prompt, L: Low, ML: Medium-Low, M: Medium, MH: Medium-
High, H: High.

¥,V .NET Framework

The .NET Framework is an integral Windows component that supports building and running the
next generation of applications and XML Web services. The .NET Framework has two main
components: the common language runtime and the .NET Framework class library. The common
language runtime manages memory, thread execution, code execution, code safety verification,
compilation, and other system services. The .NET Framework class library is a collection of
reusable types that tightly integrate with the common language runtime [Y¢]. The standard
individual setting for this class is shown in table ).
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Table Y .NET Framework standard setting

Individual settings for
Class: .NET Framework the standard 1E? security
levels
L{ML{M|MH|H
Loose XAML E|{E|E| E |D
XAML browser E|E|E| E |D
applications
XPS documents E|E|E| E |D

¥.Y .NET framework-Reliant Components

The settings in this class, which is shown in table Y, specifically apply to manage controls in the
browser (referenced by an object tag) and HREF-exes (managed applications referenced by a
link) [Ye].

Table ¥ .NET Framework-Reliant standard setting

Individual settings for

Class: .NET Framework-Reliant the standard IEQ

Components security levels
ML|{M|[MH|H

Perrr_ussmns for components with Hlu lul ¢

manifests

Run components not signed with

Authenticode EVEIJE|ED

Run components signed with

Authenticode EVEIJE|ED

¥.¥ ActiveX and Plug-Ins

ActiveX and Plug-Ins are two technologies directed at the Internet Explorer and Netscape
browser platforms respectively. A Microsoft ActiveX control is essentially a simple OLE object
that supports the "lUnknown". This section offers solutions for making a control work well in the
Internet environment, with the ultimate goal of delivering optimal quality of service to users.
Plug-ins are native to Netscape. In many respects they are similar to ActiveX. Table ¥ shows how
IE? sets every option for each of the security levels for this class.
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Table ¥ ActiveX and Plug-Ins standard setting
Individual settings for the
standard IE? security levels
L | ML MH | H

Class: ActiveX Controls and Plug-Ins

Allow ActiveX Filtering

Allow previously unused ActiveX controls to run without prompt
Allow Scriptlets

Automatic prompting for ActiveX controls

Binary and script behaviors

Display video and animation on a webpage that does not use
external media player

Download signed ActiveX controls

Download unsigned ActiveX controls

Initialize and script ActiveX controls not marked as safe for
scripting

Only allow approved domains to use ActiveX without prompt
Run ActiveX controls and plug-Ins

Script ActiveX controls marked safe for scripting

mm{o| © |olm| O |m{mim|m|O
mm|O| O |O|v| O [mmm|m|O
mm{O| O |O|v| O molomolZ
mmm| O (O|o| O mO|o(0m
O|O|m| O |O|O| O |(O|O|g|g|m

¥.¢ Downloads

Some files contain objects that have the potential to harm the computer system under some
circumstances when downloaded. When the individuals of this class are set to disable, then
downloads are prohibited. The standard setting of this class is shown in table ¢.

Table ¢ Downloads standard setting

Individual settings for the
Class: Downloads standard IEQ security levels
L{ ML |M|MH H

File download E E E| E D
Font download E E E| E D

¥.¢ Enable .NET Framework setup

Enabling the option of this class will prevent .NET Framework from being installed. It is
enabled in all zones except Restricted sites, as shown in table °.

Table ® Enable .NET Framework setup standard setting

Individual settings for the standard IE? security levels
L ML M MH H

Enable .NET Framework setup E E E E D

Class: Enable .NET Framework setup

Yl
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¥.%" Miscellaneous

This class controls whether users can access data sources across domains, submit nonencrypted
form data, launch applications and files from IFRAME elements, install desktop items, drag and
drop or copy and paste files, and access software channel features from this zone [Y]. The setting
of this class is illustrated in table 1.

Table *  Miscellaneous standard setting
Individual settings for the

Class: Miscellaneous standard IE? security levels

L| ML| M MH| H
Access data sources across domains E P D D D
Allow META REFRESH E E E E D
Allow scripting of Internet Explorer web browser £ E D D D
control

Allow script-initiated windows without size or position
constraints

Allow Web pages to use restricted protocols for active
content

Allow websites to open windows without address or
status bars

Display mixed content

Don't prompt for client certificate selection when no
certificates or only one certificate exists

Drag and drop or copy and paste files

Enable MIME Sniffing

Include local directory path when uploading files to a
server

Launching applications and unsafe files

Launching programs and files in an IFRAME
Navigate sub-frames across different domains
Submit nonencrypted form data

Use Pop-up Blocker

Use SmartScreen Filter

Userdata persistence

Web sites in less privileged web content zone can
navigate into this zone

m
m
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Y.V Scripting

Scripting options specify how Internet Explorer handles scripts. The setting of this class is
shown in table V.
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Table YV Scripting standard setting
Class: Scripting Individual settingg for the
standard IEQ security levels

L |ML| M | MH H

Active scripting E E E E D

Allow Programmatic clipboard access E E P P D

Allow status bar updates via script E E E D D

Allow ngSlteg to pro_mpt for E E E D D

information using scripted windows

Enable XSS filter D D D E E

Scripting of Java applets E E E E D

¥.A User Authentication — Logon

The User Authentication option controls how HTTP user authentication is handled. This is
shown in table A.

Table A User Authentication standard setting
Class: User Individual settings for the standard IE9 security levels
Authentication
L ML M MH H
eugonmﬁ:ﬁ Automatic [Automatic|Automatic|Prompt for|
g logon only|logon only{logon only|user name
Logon current user |. . .
in Intranet |in Intranet|in Intranet| and
name and
Zone Zone Zone | password
password

These security options are for 1£-bit and YY-bit versions of the Microsoft® Windows®
operating system MSDN library,.

¢, Security measurements based on Fuzzy logic

One of the most important steps in fuzzy logic is the definition of the fuzzy rules and the
decision on which membership function (MF) to be used on each fuzzy set. The other step is the
range of values of each quantitative attribute. These values must be designed to be consistent with
the degree of security level in which it represented.

The security settings of IEY contain a large number of individuals. It seems to be a difficult
problem to represent all of these individuals as inputs to a single fuzzy logic system.

In order to handle this problem, the alternative technique used here is to categorize the security
individuals according to their classes. Then a fuzzy inference system (FIS) is used to measure the
security level of each class.

According to number of individuals illustrated in the tables ) through A, a weight value w; (i=",
Y, ..., N) is assigned to each class.

The final degree of measured security level S is determined by:
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s;%iwﬁ e ()

Where, M is the total number of individuals, N is the number of classes, and Fi is the output of
fuzzy logic systems for each class. Table 2 illustrates the weight of each class.

Table @ Weights of the classes

Class No. | Class name Weight

) .NET Framework v
Y .NET Framework-Reliant Components v
Y ActiveX Controls and Plug-Ins ‘Y
¢ Downloads and Enable .NET Framework setup v
° Miscellaneous V4
1 Scripting 1

v User Authentication )

In this work the fuzzy rules are based mainly on the standard level setting of the classes and its
individuals. Any variation to these settings leads to a new degree of security level.

Two types of MF are used to represent the fuzzy terms depending on the features extracting
from the standard setting of the individuals in each class. These functions are the trigonometric
and the trapezoidal ones. The inputs' fuzzy set terms used here are (E, D, and P, stand for enable,
disable, and prompt, respectively). The combinations of the standard setting between these terms
are also used to represent a new fuzzy term that occupies several individuals combined together,
such as E.E.E.D.D, which means that this term represents five individuals, in which the first three
individuals are in Enable mode, and the last two individual are set to be in Disable mode.

The output set terms are L for Low, ML for Medium-Low, M for Medium, MH for Medium-
High and H for High. In more details, consider the case with the class of "ActiveX Control and
Plug-Ins". This class consists of VY individuals. The combination standard setting of the first six
individuals are assumed to be the first input to the FIS, while the combination of the standard
setting of the second six individuals represent the second input to the system. These inputs are as
shown in Fig).

EPPDEE PDDDEE PDDEEE DODEDY DEEEED  DEDDED  EDDDED  E0DPOG

@) (b)

Combination of the first six individual Combination of the second six individual

Fig. ' ActiveX Control and Plug_Ins inputs
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The output of the FIS is represented by five trigonometric MFs as shown in Fig. (Y).

. ML M ‘ MH H

Fig. ¥ ActiveX Control and Plug_Ins outputs

A roadmap of the whole fuzzy inference process for the class of "ActiveX Control and Plug-Ins"
is shown in Fig. Y. In this figure the two plots across the top of the figure represent the first base
rule [If (x’-->x 7 is D.E.E.E.E.D) and (x¥-->x'T is E.P.P.D.E.E) then (ActiveXcontrol is L)].
Each rule is a row of plots, and each column is a variable (the first variable XY ->x1 is represented
by the first column and the second variable x1->x) Y is represented by the second column). So the
first two columns of the plots show the membership functions referenced by the antecedent of the
base rule, or "if-part”, of each rule. The third column of plots shows the membership functions
referenced by the consequent, or "then-part" of each rule. The aggregation occurs down the
rightmost column, and the resultant aggregate plot is shown in the single plot to be found in the
lower right corner of the plot field.

¥l—=x6=515 Xf—=x12=515 )
ActiveXcontrol = 626

on

Kl

Fig. ¥ Fuzzy inference processes
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The center of gravity (CoG) defuzzification method has been used in this work, in which;

- (M

Where, u is crisp output of the fuzzy system, I, is the interval value,  is the membership value
atthe intervaln, n=), ¥, ..., N, and N is the total no. of intervals.

®. Results

In determining the range of security level for all the individuals, it is needed to specify the
minimum and the maximum security value's level (i.e. the degrees of low and high security
levels). The standard High setting is not the highest level. To achieve a higher than high security,
or the absolutely maximum high security, then every thing possible should be disabled on a
general principles. This will leads to probably never retrieving the desired websites. In the spot of
this point we can say the same thing about the standard Low security setting, (i.e., the standard
Low doesn't mean it has zero value). Thus, to make the range of values consistent with the degree
of security level in which it represented, we have considered the final measurement range of
security level to be greater than Y+ units (for the standard Low) and less than 4+ units (for the
standard High) in a total scale of )+ + units.

Because of the large number of individuals, the correlation between each evaluated scaled point
and other points are not practical. Thus, the work is designed in a way that the individuals in each
class are subgrouped in two main variables. These two variables are the inputs to the FIS system.

The evaluated outputs from each FIS system are subdivided to six equal input periods of equal
lengths. These periods are selected in a way that can give a good impression to the behavior of the
FIS system for the full range of its output.

The correlations between the values of these periods which represent the measurement of the
security level for each class are illustrated in table Y+ through table Y. In these tables the crisp
output for the aggregate values calculated according to the CoG method of equation (Y). The final
measurements of the overall security levels for all the classes are calculated according to equation
(1) and tabulated as shown in table V.

Tables Y+, V), and 'Y contain the measurements of the security level for class Y, class Y, and
class ¢ respectively. In these tables, it is clear that varying the value of one of the input variables
to not more than 1Y units does not affect the security level. On the other hand when the values of
both inputs exceed the 1) units, the level of the security is increased to be approximately in the
high level. This is because the number of individuals in these classes is very limited. The security
level measurements of these classes are shown in Fig. ¢, Fig. © and Fig. v respectively.

Yo



Table Y+ Security level measurements for Table VY Security level measurements for
NET Framework NET Framework-Reliant Components

Period Yo Yv ¢¢ 1) YA 9o Period Vo YV ¢¢ 1) YA qo
oy, oy,

Y EV,1 | £V, | EV,A [ o,y [ oy,0 | o 0 EV,U | eV, eV, eV, [ ey,e | e
oy, oy,

YV eV, eV, EV,A [ oY [ oY,e | o YY O EV, eV, eV, | eV, | ey, | o
oy, oy,

£t EV,1 | £V, | EV,A [ o,y [ oy,0 | o g |V, eV, | eV, | eV, [ ey,e | e
oy, oy,

0 EV,1 | £V, | VA [ oY [ oy,0 | o 0 EV,U | eV, eV, eV, [ ey,e | e
AA, AA,

YA | oy,0 | oy,0 [ Ao, | AVLA | AA,. . YA | ey,0 | oy,0 [ oY,0 | 0Y,0 [ AA,. .
AA, AA,

Q0 oY,0 | oY, | Ao, | AYLA | AA, . Q0 oV,0 | 0Y,0 | 0Y,0 | 0Y,0 | AA,. .

Met-Framesnork

Fig. ¢

.NET Framework sec. level

METFr-ReCo

Fig. ® .NET Framework-Reliant
Components sec. level

The measured security values of class ¥, class®, and class " are contained in tables VY, Y¢, and
Ve, These classes have a large number of individuals; this will leads to construct a wide range of
security settings. Thus, the security in these classes has obviously nonlinear levels as it is shown
in figures 1, A, and 4.

Table VY Security level measurements

for ActiveX Controls and Plug-Ins

measurements for Downloads

Table V¥ Security level

Period | - ' §¢ 1) VA 90 Period | ) - 1Y, ¢t 1) YA 30
YY,

Y. v ol ro,a vy [ vo,A | oy,0 | 0y,0 Ve sV, | ey, | ev,n | v,y | oy,0 | oy,0

Yo YA, [evy [ev,a ey A oy, [ oy,0 vw [evalev,nlev,nev,y [ oy, [oy,0
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Fig. A Miscellaneous sec. level

Fig. 4 Scripting sec. level

YA

Class v (Authentication — Logon) contains only one individual, i.e. there is only one input to
the FIS system of this class, thus the output of the fuzzy system here can be easily described as
shown in Fig. ) +. The measured security level of this class is show in table 1.
The overall security measurements for all the outputs of the fuzzy systems calculated
according to eq.(}) and tabulated as shown in table YV, and illustrated in Fig. V). It is found that
the minimum calculated security level is about Y £,V units, while the maximum calculated value is
about AY,e units. These two values represent the standard Low level and the standard High level.
The obtained minima and maxima values are met the consideration of the security range for the
designed system (i.e., the standard Low is greater than Y+ units and the standard High is less than

Table Y% Security level measurements for
User Authentication - Logon

Table 'Y The final measurements of IE%'s
security levels

Period | - 1Y, §¢ 1) YA a0 Period | - 1Y, §¢ 1) YA | 4o
Vo,

Y. o ve, [ e, [ Vel [ Yo, | e, Yoo | YEN [ RY,Y [ Y, | £1,Y [ o,y | ony
$A,

Y Yol EAY | ALY | EAY | EAY | ALY YV ¥, [ YT va, e | EAY | oY, | o,
oy,

§¢ o | oy, |oev,0|0y,0|0y,0] 0,0 s¢ | £Y,) | €Y, | €9,) | 00,y | 04,4 | oV,
oy,

1) o | oy,0|ev,0|0y,0|0y,0] 0,0 Y| end e, a | o,y [T,y | Ve, | A,

YA Y [y [y [y [y |y YA [ oV, A [ oV,A [ ea,n [ vr,e [ VLA | AgLA
AA,

0 v LA AN AN AN | AR, ac | ov,¥ | ov,¥ | 1.0 | VY4 | AT, | AY,0

User bl ogon
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1. Conclusion

Changing the current security level to the next level using IE slider controls meaning either
preventing or permitting the access to many classes or subclasses of features. In general, the
movement of IE slider controls is used to pickup one of the standard security levels, in which they
are categorized in five main levels (Low, Medium-Low, Medium, Medium-High, and High). But
changing the setting of any security individual to be out of the standard one will leads to a
customize setting with undefined security level. Thus, giving graduate security level permits the
user to prevent or allow the access to a single or a group of features, with a measurement that
gives an indication to a meaningful scalable security level. This work introduces a method to
measure the security level for IE based on fuzzy logic system.

After evaluating and calculating the security of different individual settings, it is found that the
designed method work properly and the measured values are consistent with the degree of
required security level.
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